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STATE OF CALIFORNIA

STANDARD AGREEMENT

STD 213_DHCS (Rev. 01/13)

REGISTRATION NUMBER

AGREEMENT NUMBER

20 5L >3 14-90036

1. This Agreement is entered !nto between the State Agency and the Contractor named below:

>T;&Tr AGF:NCV S NAME

Department of Health Care Services

(Also known as DHCS. COHS, DHS or the Qtaie}

CONTRACTOR'S NAME

£l Dorado County

{Also referred to as Contractor)

2. The term of this Agreement is:  July 1,2014
through June 30, 2017

3. The maximum amount of this Agreement is:  $ 1,500,000
One Million Five Hundred Thousand Dollars

4. The parties agree to comply with the terms and conditions of the following exhibits, which are by this reference made a

part of this Agreement.

Exhibit A — Scope of Work 8 pages
Exhibit B — Budget Detail and Payment Provisions 6 pages
Exhibit C * — General Terms and Conditions GTC 810
Exhibit D (F) — Special Terms and Conditions (Attached hereto as part of this agreement) 26 pages
Exhibit E — Additional Provisions 5 pages
Exhibit F- Contractor's Release 1 page
Exhibit G — HIPAA Business Associate Addendum 14 pages

ATTEST: James S. Mitrisin
Cl rk of \. Board of Supeyvi

Items shown above wnth an Astensk (*), are hereby incorporated by reference and made part of this agreement as if attached hereto.
These documents can be viewed at hittp://www.dgs ca.goviols/Resources/StandardContractl anguage. aspx.

IN WITNESS WHEREOF, this Agreement has been executed by the parties hereto.

CONTRACTOR

CONTRACTOR'S NAME (if other than an individual, state whether a corporation, partnership, etc.)

El Dorado County
DA?f\AED 708 type}
é’émre RAME AND TITLE OF PERSON S} MNf‘

Norma Santiago, Chair, Count@f El Dorado Board of Supemsoys

ADDRESS

3057 Briw Road, Suite A
Placerville, CA 95667

STATE OF CALIFORNIA

AGENCY NAME
Department of Health Care Se{yjﬁces

BY (Authgr:zed S;gneture) h) DATE S!GNED (Do not type)

,@?;( g’” ol fj/ f” /”i/ r At E A ., ;C /:}‘j;? f}: L

o

PR)‘}“T‘ ED AME AND.T TLE OF PERSON SIGNING
:;! F A -
vféﬁzef Contract Management Unit

{

ADDRESS

1501 Capitol Avenue, Suite 71.51895, MS 1403, P.O. Box 897413,
Sacramento, CA 95800-7413

California Department of
General Services Use Only
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El Dorado County |
14-90036

Exhibit A
Scope of Work

Service Overview

Contractor agrees to provide to the California Department of Health Care Services (DHCS) the
services described herein:

O

ontractor shall perform Medi-Cal Administrative Activities (MAA) on behalf of DHCS to assistin the
roper and efficient administration of the Medi-Cal Program by improving the availability and
cessibility of Medi-Cal Services to Medi-Cal eligible and potentially eligible individuals and their
milies. These activities include: Medi-Cal Outreach, Facilitating Medi-Cal Application, Medi-Cal Non-
Emergency Transportation, Contracting for Medi-Cal Services, Program Planning and Palicy
Development, Medi-Cal Administrative Activities Coordination and Claims Administration and Training.

¢
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Service Location

The activities shall be performed at applicable facilities within the El Dorado County geographic
region.

Service Hours
The services shall be provided during normal Contractor working hours and days.
Project Representatives

A. The project representatives during the term of this Agreement will be:

Department of Health Care Services El Dorado County

Michelle Kristoff, Chief Norma Santiago

County-Based Administrative Activities Unit Chairman, Board of Supervisors
Telephone: (916) 341-6106 Telephone: (530) 642-4833

Fax: (916) 324-0738 Fax: (530) 626-7734

E-Mail: Michelle Kristoff@dhcs.ca.gov E-Mail: norma.santiago@edcgov.us

B. Direct all inquiries to:

Department of Health Care Services El Dorado County
Administrative Claiming Local & Schools Attention: Yasmin Hichborn
Services Branch 3057 Briw Road, Suite A
Attention: Robert Lucia Placerville, CA 95667

1501 Capitol Ave., MS 48603
P.O. Box 997436
Sacramento, CA 95899-7436

Telephone: (530) 642-4833
Telephone: (816) 449-5247 Fax: (530) 626-7734
Fax: (916) 324-0738 E-Mail: yasmin hichborn@edcgov.us
E-Mail: Robert Lucia@dhcs.ca.gov

C. Either parly may make changes to the information above by giving written notice to the other
party. Said changes shail not require an amendment {o this agreement.
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El Dorado County
14-950036

Exhibit A
Scope of Work

5, Services to be Performed

A.

The following Medi-Cal Administrative Activities {‘MAA‘ are eligible for Federal
[FFP) only when they are identified in a MAA Claiming Plan approved by the State and the Centers
for Medicare and Medicaid Services (CMS):

Financial Participation

1y Allowable Medi-Cal Outreach: This activity may consist of discrete campaigns or may be an
, y

ongoing activity. This activity is directed to groups or individuals targeted to two goals:

Bringing poLe'ﬁ ial eligibles into the Medi-Cal system for the purpose of determining
'\/}cd -Cal eligibility.

b. Bringing Medi-Cal eligibles into Medi-Cal services.

Qutreach may consist of discrete campaigns or may be an ongoing activity, such as: sending
teams of employees into the community to contact homeless alcoholics or drug abusers:
establishing a telephone or walk-in service for referring persons to Medi-Cal services or eligibility
offices; operating a drop-in community center for underserved populations, such as minority
teenagers where Medi-Cal eligibility and service information is disseminated.

NOTE: Public health outreach conducted by Local Government Agencies (LGAs) shall not
duplicate the requirements on Medi-Cal managed care providers to pursue the
enroliment of Medi-Cal eligibles in their service areas.

c. Allowable outreach activities shall be discounted by the Medi-Cal percentage or not
discounted as follows:

(1) Not Discounted: Outreach campaigns directed to the entire population to encourage
potential Medi-Cal eligibles to apply for Medi-Cal are allowable, and the costs do not
nave to be discounted by the Medi-Cal percentage. These campaigns are Medi-Cal only

eligibility outreach campaigns:

a) Outreach campaigns directed toward bringing Medi-Cal eligibles into Medi-Cal
covered services are aliowable and the costs do not have to be discounted by the
Medi-Cal percentage. In such campaigns, the language should clearly indicate that
the message is directed only to persons eligible for Medi-Cal, and not the general
public. These campaigns are service campaigns, fargeted on specific Medi-Cal
services, such as Early and Periodic Screening, Diagnosis and Treatment (EPSDT).

by A health education program or campaign may be allowable as a Medi-Cal
adminis E a? ve cost *f itis targeted specifica f; to Medi Ca services and for Medi-Cal
eligible individuals, such as an educational campa gn immunization addressed to
parents of Med -Cal children. If the entire campaign is fO"USed on Medi-Cal, the
costs need not be discounted.

Discounted: Outreach campaigns directed towards bringing spec'f‘c high risk
popuiations (including both Medi-Cal and non-Medi-Cal Merssm into health care
sarvices are only allowable to the extent they bring Medi-Cal eligibles into Medi-Cal
services. The costs of these activities are claimable but discounted by the Medi-Cal
percentage.

P
no
ot
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El Dorado County
14-30036

Exhibit A
Scope of Work

a} If a specific Medi-Cal health education program is included as part of a broader
neral health education program, the Medi-Cal portion may be allowable if the cost

e general health education program is discounted according to the Medi-Cal
rcentage. Telephone, walk-in, or drop-in services for referring persons o Medi-
Cal services, sometimes called "Information and Referral” are also allowable and
discounted by the Medi-Cal percentage.

Discount methods approved by DHCS and CMS for calculating the Medi-Cal
percentage discount may be utilized.

o
T

¢y The Contractor may coniract with non-governmental agencies or programs to
conduct outreach activities. The subcontracted providers of TCM services, except
in local education agencies, may conduct outreach activities, so long as the TCM
service(s) and outreach activities are not performed by the same subcontractor
employee. The subcontracted providers shall maintain an accurate accounting and
reporting of the time spent on providing TCM services and performing allowable

MAA outreach activities.

2) Not-Allowable Medi-Cal QOutreach: Some activities that are not considered Medi-Cal outreach

4)

under any circumstances are:

a. General preventive health education programs or campaigns addressed to lifestyle changes in
the general population (e.g., Substance Abuse Narcotics Education (SANE), Drug Abuse
Resistance Education (DARE), dental prevention, antismoking, alcohol reduction, etc.) are not

allowable MAA.

b. Outreach campaigns directed toward encouraging persons to access social, educational,
legal or other services not covered by Medi-Cal are not allowable.

Facilitating Medi-Cal Application (Eligibility Intake): This activity includes explaining Medi-Cal
eligibility rules and the Medi-Cal eligibility process to prospective applicants; assisting an
applicant to fill out a Medi-Cal eligibility application; gathering information related to the
application and eligibility determination or re-determination from a client, including resource
information and third party liability information, as a prelude to submitting a formal Medi-Cal
application to the county welfare department; and/or prmfdmg necessary forms and packaging all
forms in preparation for the Medz Cal eligibility determination. This activity does not include the

eligibility determination itself. These cosis do not have to be GzSCOUﬂICd The Contractor may
contract with non- g@verf‘:meama agencies or programs to conduct eligibility intake activities.

Providers of TCM services may conduct eligibility intake, so long as the service(s) and eligibility
.nia@fe are not performed by the same & Dgovee The non-governmental agencies or programs
shall maintain an accurate accomgng and reporting of the time spent on providing TCM services
and peﬁorm ng Medi-Cal eligibility intake activities.

Non-Emergency, Non-Medical Transportation: The actual costs of arranging and providing
non-emergency, non-medical transportation, and accompan%ment when med‘caily necessary, by
an attendant (not a TCM case manager) of Medi-Cal eligibles to Medi-Cal services are allowable
as a Medi-Cal administrative cost to the extent that such costs are actually borne by the
Contractor in accordance with 42 Code of Federal Regulations, Section 440,170, Examples of
allowable non-emergency, non-medical transportation costs include: taxi vouchers, bus tokens,
mileage etc. The cost of mileage, meals and lodging will be no higher than al gowed for travel by
the federal General Services Administration. The cost of providing non-emergency, non-medical
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El Dorado County
14-90036

Exhibit A
Scope of Work

transportation for which no actual cost is borne by the State or Contractor is not an allowable
MAA cost.

a. Separate Transportation Unit or Service: In situations where a Contractor operates a
separaie transportation unit or contracts for the prov’*'on of transporiation services, the costs
of the unit or the contractor of actually provd ing the Medi-Cal non-emergency, non-medical
transportation services for Medi-Cal eligibles to Medi-Cal covered serv ces are an allowable
Medi-Cal administrative cost. Costs may be calculated on a per mile or per trip basis for each

Medi-Cal client transported, or by any other method allowed by Federal Law and Regulation.

b. Transportation Costs and Targeted Case Management (TCM): The costs of arranging for
transportation of Medi-Cal eligibles to Medi-Cal services are part of the TCM rate. Therefore,
the costs incurred by TCM case managers in arranging transportation for Medi-Cal eligibles to
Medi-Cal services are not claimable as Medi-Cal administration. The TCM rate includes the
travel costs incurred by the TCM case manager in providing the TCM services. ATCM case
manager may transport or accompany a Medi-Cal eligible to a Medi-Cal service appointment
only if the case manager is performing case management functions while actually
accompanying the client. In such situations, the costs of the accompanying and
transportation will be in the TCM rate and should not be claimed separately as an
administrative activity.

5) MAA Implementation Training: Activities include the giving or receiving of training related to the
overall implementation of the MAA program.

8) Other Training: Training activities shall be time studied in accordance with the purpose of the
training. For example, training related to Medi-Cal outreach shall be claimed as "Outreach”;
training related to assisting a potential applicant complete a Medi-Cal application shall be claimed
as "Facilitating Medi-Cal Application”, etc. Training that is unrelated to MAA is not allowable

7) Contracting for Medi-Cal Services: This activity involves entering info agreements with
community based organizations or other provider agencies for the provision of Medi-Cal services
other than TCM and/or MAA. The costs of TCM subcontract administration should be included in
the TCM rate.

NOTE: A Contractor has the option of claiming the costs of contract administration for
allowable MAA, such as Outreach, under that activity or the costs may be
claimed under Contract Administration. Under no circumstances are the costs
of contract administration for allowable MAA to be claimed under both Contract
Administration and the activity, such as QOutreach. Contracting for Medi-Cal
services may only be claimed under Contract Administration.

Contracting for Medi-Cal services and/or MAA is claimable as an administrative activity when the
administration of those agreements meets all of the following criteria:

a. The contract administration is performed by an identifiable unit of one or more mpfo“ees
whose tasks officially *rvo%ve contract administration, according to the duty statements or job
descriptions of the employees being claimed.

b. The contract administration involves contractors that provide Medi-Cal services and/or MAA.
The costs of contracting for TCM services with non-LGA providers should be claimed as part
of the TCM rate. These costs cannot be separately claimed as MAA.
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El Dorado County
14-90036

Exhibit A
Scope of Work

sa subcontractors cannot claim for contract management. Itis
claimabile oniy when performed by an LGA.
The administrative costs of contracting by LGAs as service providers under managed care
arrangements may not be claimed administratively and are considered to be in the managed
care capitation payment to the LGA.

The contract administration must be directed to one or more of the following goals

Identifying, recruiting, and contracting with community agencies as Medi-Cal service
contract providers;

e

(2) Providing technical assistance to Medi-Cal subcontractors regarding County, State and
Federal regulations;

(3} Monitoring provider agency capacity and availability; and

(4) Ensuring compliance with the terms of the agreement.

The contracts being administered must be for Medi-Cal services and/or MAA and may involve
Medi-Cal populations only or may be general medical service agreements involving Medi-Cal and
other indigent, non-Medi-Cal populations. When the contract involves a Medi-Cal and non-Medi-
Cal population, the costs of contract administration shall be discounted by the Medi-Cal

percentage.

Program Piannmg and Policy Development (PP&PD): This activity may be claimed at the
enhanced rate (75 percent FFP) if performed by a Skilled Professional Medical Personnel
(SPMP), or the non-enhanced rate (50 percent FFP) if performed by a non-SPMP.

a.

Allowable: This activity is claimable when performed, either part-time or full-time, by one or
more Contractor employees and subcontractors whose tasks officially involve PP&PD.
Contractor employees performing this activity must have the tasks identified in the employee’s
position descriptions/duty statements. [f the programs serve both Medi-Cal and non-Medi-Cal
clients, the costs of PP&PD activities must be allocated according to the Medi-Cal
percentages being served by the programs.

RS

perfo med by a unit of one or more Contractor employees who spend 100 percent of their
paid working time performing this activity. This activity is claimable cm y if the administrative
amomzs being claimed for PP&PD persons and activities are not otherwise included in sf.er
claimable cost pools; and the amounts being claimed for such persons employed by (an
activities taking place in) a service provider setting are not otherwise being reimbursed
through the billable service rate of that provider. Costs for persons performing this activity
less that 100 percent of their time will be based on a time-survey.

This activity is claimable as a direct charge for Medi-Cal administration only when PP&PD is
r

LGAQ with county-wide managed care arrangements, PP&PD activities are claimable as
’\/{e i-Cal administration only for those services that are excluded from the managed care

contracts.

Under the conditions specified above, the following tasks are allowable as MAA under this

aC' Ly
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El Dorado County
14-90036

Exhibit A
Scope of Work

[N
S

Developing strategies to increase Medi-Cal ys*em capac;ty and close Medi- Ca Qc:'\i ce
gaps. Thisincludes ana [ d
group.

{(2) Interagency coordination to improve delivery of Medi-Cal services.
(3) Developing resource directories of Medi-Cal services/providers.

(4) For subcontractors, some PP&PD support services are allowable, e.g., developing
resource directories, preparing Medi-Cal data reports, conducting needs assessments,
or preparing proposals for expansion of Medi-Cal services.

b. Not allowable: This activity is not allowable if staff performing this function are employed
full-time by service providers, such as clinics. The full costs of the employee’s salary are
assumed to be included in the billable fee-for-service rate and separate MAA claiming is not
allowed.

This activity is not allowable if staff who deliver services part-time in a LGA service provider
setting, such as a clinic, are performing PP&PD activities relating to the service provider
setting in which they deliver services.

9) General Administration: This includes activities that are eligible for cost distribution on an OMB

RN

<o

Circular A-87 approved cost allocation basis. These costs are to be distributed proportionately to
all of the activities performed:

a.  Attend or conduct general, non-medical staff meetings;

b.  Develop and monitor program budgets;

O

Provide instructional leadership, site management, supervise staff, or participate in
Employee performance reviews;

d. Review departmental or unit procedures and rules;

®

Present or participate in, in-service orientations and programs; and

sl

Participate in health promotion activities for employees of the Contractor.

Paid Time Off: This activity is to be used by all staff invoived in MAA to record usage of paid
leave, including vacation, si ick leave, holiday time and any other employee time off that is paid.
This does not include lunch or meal breaks, off payroll time, or Compensatory Time Off
(CTO) which shall be allocated as prescribed by the State.

11) Compensatory Time Off:

12)

CTO shall be time surveyed to the activity performed while working the extra hours.

MAA/TCM Coordination and LGA Claims Administration: Contractor employees whose position
description/duty statement includes the administration of MAA and TCM on a Local Governmental
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El Dorado County
14-90036

Exhibit A
Scope of Work

Agency (LGA) service region-wide basis, may claim for the costs of these activities on the MAA
detalled invoice as a direct charge.

Costs incurred in the preparation and submission of MAA claims at any level, including staff time,
supplies, and computer time, may be direct charged. If the MAA/TCM Coordinator and/or claims
administration staff are performing this function part-time, along with other duties, they must certify
the percentage of total time spent performing the duties of MAA coordination and/or claims
administration. The percentage certified for the MAA/TCM Coordinator and/or claims
administration staff activities must be used as the basis for federal claiming. Charges for
supervisors, clericals, and support staff may be allocated based upon the percentage of certified
time of the MAA/TCM Coordinator and claims administration staff.

a. The MAA/TCM Coordinator and claims administration staff may claim the costs of the following
activities, as well as any other reasonable activities directly related to the Contractor’s
administration of TCM services and MAA at the LGA-wide level:

(1) Drafting, revising, and submitting MAA Claiming Plans, and TCM performance monitoring
plans.

(2) Serving as liaison with and monitoring the performance of claiming programs within the
LGA and with the State and Federal Governments on MAA and TCM.

(3) Administering LGA claiming, including overseeing, preparing, compiling, revising and
submitting MAA and TCM invoices on a LGA-wide basis to the State.

(4) Attending training sessions, meetings, and conferences involving MAA and/or TCM.

(5) Training Contractor program and subcontractor staff on State, Federal, and Local
requirements for MAA and/or TCM claiming.

(8) Ensuring that MAA and/orTCM invoices do not duplicate Medi-Cal invoices for the same
services or activities from other providers. This includes ensuring that services are not
duplicated when a Medi-Cal beneficiary receives TCM services from more than one case
manager.

NOTE: The costs of the MAA/TCM Coordinator’s time and claims administration staff
time must not be included in the MAA claiming or in the TCM rate, since the
costs associated with the time are fo be direct charged. Charges for
supervisors, clericals, and support staff for these employees may be allocated
based upon the percentage of certified time of the MAA/TCM Coordinator and
claims administration staff. The costs of TCM claiming activity at the TCM
provider level are to be included in the TCM rate.

b. Using the State Department of Health Care Services Time Survey for Employees Performing
Medi-Cal Administrative Activities and/or Targeted Case Management (DHCS 7093),which will
be disseminated through policy directives, issued by the State, conduct an annual time survey
for one month. DHCS has designated the annual MAA time survey to occur in either
September or October. The time survey will identify all time spent on each of the above
allowable MAA, non-claimable activities, and general administration and paid time off, which are
proportionately allocated to all activities. The activities of staff providing Medi-Cal
administration must be documented in accordance with the provisions of 42 CFR Sections
43250, 433.32, and 433.34, and 45 CFR Parts 74 and 85, and OMRB Circular A-87.
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El Dorado County
14-90036

Exhibit A
Scope of Work

All non-Medi-Cal related activities and direct patient care services shall be time surveyed to
Other Programs/Activities” or “Direct Patient Care” on the Time Survey form, as appropriate.

Comply with enabling legislation, regulations, administrative claiming process directives
and the Policy and Procedure Letters of the DHCS SafeLy Net Financing Division
incorporated by reference in Exhibit £, Provision 1, which define program specific allowable
MAA.

O

d. Provide to the State, ﬁomprﬁhcns'vﬂ Medi-Cal Administrative Claiming Plan, in the format
specified by the State. The claiming p!an must be approved by the State and this
agreement must be signed by bom parties prior to the submission of MAA invoices.

Not discriminate against any eligible person because of race, religion, political beliefs, color,
national or ethnic origin, ancestry, mcntai or physical disability, medical condition, marital
status, age or sex.

o

f. Ensure all applicable State and federal requirements, as identified in Exhibit E, Provision 4,
are met in performing MAA under this agreement. It is understood and agreed that failure
by the Contractor to ensure all applicable State and Federal requirements not met in
performing MAA under this agreement shall be sufficient cause for the State to deny or
recoup payments to the Contractor and/or to terminate this agreement.

g. Submit a letter of intent to participate in the MAA Program six (6) months prior to the
termination of this agreement for the purpose of extending the term of the agreement or
initiating a new agreement, whichever is preferred by DHCS.

h. When an amendment of the contract is necessary because the original projected
expenditure (aka: funding) was insufficient, a request must be submitted to DHCS at least 6
months prior to the end of the FY for which additional funding is necessary. if this requestis

not received timely, the contract will not be amended to address the insufficient funding and
subsequent affected invoices will not be paid.

B. The following MAA are not eligible for Federal Financial Participation (FFP) and must be excluded
from claims:

1) Exten s ms of D r@cL Me@ma S::’\f ices: mo" zllowable as MAA are activities that are méegraé paris

education, or ccunse%%ng
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Exhibit B

Budgst Det

Invoicing and Payment

A. For administrative activitie
invoices, the DHCS agres

B. Invoices shall

include the Agreement Nu
frequently than ina s

quarterly i

Reqular Mail

m

tait and Payment Provisions

tisfactorily rendered and upon receipt and approval of the
co,ﬂ"p nsate the CG
incurred in accmda..b with the conditions specifis

tractor for actual expenditures
sd herein.

er and shall be submitted not more

Overnight Mall

CMAA Analyst

Department of Hezlth Care Services
Safety Net Financing Division
Administrative Claiming Local & Schools
Services Branch

MS 4603

PO Box 997436

Sacramento, CA 95899-7438

CMAA Analyst

Department of Health Care Ser“/ ices
afety Net Financi cing Divisio

Administrative Claiming Loca‘ & Schools

Services Branch

MS 4603

1501 Capitol Avenue

Sacramento, CA 95814

C. Invoices shall:

1) Be prepared on both the Summary Invoice and Detailed Invoice incorporated by
reference in Exhibit E, Provision 1.

2y Be prepared on Confractor letternead and must be signed by an authorized official,
employee or agent certifying that the expenditures claimed represent actual
expenses for the activities performed under this agreement on the Summary Invoice.

3) Bear the Contractor’'s name as shown on the agreement on both the Summary
Invoice and on the Detailed Invoice.

43 1dentify the billing and/or performance period covered by the invoice on both the
Summary Invoice and on the Detailed Invoice.

5) ltemize costs for the billing period in the same or greater lavel of detail as indicated
in this agreement on the Detailed Invoice. Subject to the terms of this agresment,

’mbursemm* may only be sought for those costs and/or cost categories expressly

iden a‘eﬂf as allowable in this agreement and approved by DHCS.

Provide the State with complete invoice and expenditure information to

Centers for Medicare and Medicaid Services CMS 64 no later than eighteen

mont Zﬂs fler the end of the quarter for which the claim was submitted. This

information shall be provided on the standardized Summary Invoice and Detailed

invoice.

d ntify Qn the Detailed Invoice, the cla

include in the
/48

o

“:3

v‘ categories to which expenditure data must

adhere for insertion into the CMS 64. A separate Detailad Invoice shall be submitted
fo eaci“ program, clinic, non-governmental entity and subcontractor claiming MAA
costs pursuant to this agreement, except for contracted employees under the direct
control of the Contractor. Contracted employees' costs shall be aggregated and
reported in accordance with the MAA Invoice instructions. The Detalled hvo‘ce{s)
for each of the programs claimed shall correspond to the name of the claiming
programs identified in the Contractors MAA Claiming Plan. The Invoice instructions
and the MAA Claiming Plan are ?:}Jnd in the LGA MAA Provider Manual incorporated
by reference in Exhibit E, Provisi
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El Dorado County
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Exhibit B
Budget Detail and Payment Provisions

Rates Payable

N

The invoices may include the cost of expenses of staff and the operating
expenses and equipment costs necessary to collect data, disseminale
! T ned

sn
information, and carry out the staff activities outlined In this agreement.

a. The maximum rate of Federal reimbursement for compensation (salary and
benefits), of activities qualifying under Federal regulations applying to "Skilled
Professional Medical Personne! (SPMP)" of a public agency and their
'directly supporting staff’ shall be 75 percent of such costs for activities
identified as "enhanced.” The maximum rate of reimbursement for allowable
costs of activities identified as "non-enhanced”, performed by SPMP and their
directly supporting staff, shall be 50 percent. The maximum rate of
reimbursement for all allowable costs other than compensation applicable to
SPMPs and their directly suppoerting staff shall be 50 percent.

(1) An SPMP is defined as an employee of the Contractor who has
completed a 2-year or longer program leading to an academic degree or
certification in & medically-related profession and who performs duties
and responsibilities requiring professional meadical knowledge and skills.
Directly supporting staff are also employees of the Contractor. They are
secretarial, stenographic, copy, file, or record clerks who are directly
supervised by the SPMP, and who provide clerical services necessary for
carrying out the professional medical responsibilities and administrative
activities of the SPMP.

o

The rate of federal reimbursement is 50 percent Federal Financial

Participation (FFP) for all costs of non- SPMPs and all costs of

subcontractors (non-governmental entities) performing allowabie

administrative activities as defined in Provision 5, Services to be Performed,
of Exhibit A, Scope of Work.

O

The maximum rate
Contractor sb il be

Certify the certified public expenditure from the Contracio
other funds allowed under federal law and regulation, fo
MAA per*'« med pursuant to W&I Code Section 14132.47. Th st
of any claim submitted under this agreement if it determines that the f*eﬁf

deqqateL supported for purposes of Federal Financial Participation (FFP
Expenditures certified for MAA costs shall not duplicate, in whole or in part, claims made
for the costs of direct patient care. The following certification statement shall be made
on each Summary Invozpe submitted to the State for payment for the performance of
MAA:

I
(93]
SN
=
58
».,6
i
[

g
2Eou-

3 cenﬁéf} der penalty of perjury that the information L.;f ded on this invoice is true and
t, on actual expenditures for the period claime cf nd that the

fu“ds;bs ributions have been expen:ﬁed as necessaryf federal matching funds

pursuant to the requirements of 42 CFR 433.51, for allowabie administrative activilies
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Exhibit B
Budget Detail and Payment Provisions

and that these claimed expenditures have not been nor shall not su seq ently be used
Yo nfor

for federal maich in thi other program. | have notice that the rmation is to be
ucef* for filin g of a claim with the Ff—dera Government for federal funds and knowing
srepresentation constitutes viclation of the Federal False Claims Act”

2. Budget Contingency Clause

A ltis mutually agreed that if the Budgst Act of the current year and/or any subsequent
years covered under this Agreement does not appropriate sufficient funds for the
program, this Agreement shall bm of no further force and effsct. In this event, the DHCS
shall have no liability to pay any funds whatsoever to Comraftor or to furnish any other
considerations under this Agreement and Contractor shall not be obligated to perform
any provisions of this Agreement.

B. If funding for any fiscal year is reduced or deleted by the Budgst Act for purposes of this
program, the DHCS shall have the option to either cancel this Agreement with no liability
oceurring to the DHCS, or offer an agreement amendment to Contractor to reflect the
reduced amount.

3. Prompt Payment Clause

Payment will be made in accordance with, and within the time specified in, Government
Code Chapter 4.5, commencing with Section 927,

4. Amounts Payable
A. The amounts payable under this agreement shall not exceed:

1) $500,000.00 for the budget period of 07/01/14 through 06/30/15,
2) $500,000.00 for the budget period of 07/01/15 through 06/30/186,
3) $500,000.00 for the budget period of 07/01/16 through 06/30/17.

B. Reimbursement shall be made for allowable expenses up to the amount annually
ericumbered commeansurate with the state fiscal year in which services are performed
and/or goods are received.

5. Participation in Medi-Cal Administrative Claiming Process
A. As acondifion o fgarﬁés%paﬁ@ﬁ in the Medi-Cal Administrative Claiming process, and
in recognition of revenue the Medi-Cal Administrative Claiming process, the
Contractor shall pay an annual par‘iécéaa ion fee through a mechanism agreed o by the
State and Contractors, or, ;f no agreement is reached by August 1 of each year, directly
to the State

B. The pariicipation fee shall be used to cover the cost of administering the Medi-Cal
Administrative Claiming process, s cluding, but not limited to, claims processing,
i ch nical assistance, r;d monitoring. The State shall determine and report staffing
| costs will be based.
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The Contractor will expend one hundred percent (100%) of the non-federal share of the cost
of performin g Medi-Cal Administrative Activities. By signing this agreement the Contractor
ceﬁi?ies h t the funds expended for this purpose shall be from the Contractor’s general fund
or from any otherfmds allowable under federal law and regulation.

7. Claiming Overhead Costs

A, Inorder to claim administrative overhead costs, also referred to as "External
Administrative Overhead" costs, the Contractor must have a State Controller's Office
approved LGA administrative overhead cost allocation plan for the applicable period and:
these costs must be claimed in accordance with the plan. A LGAs planis submitled to
the California State Controller’'s Office, which has delegated authority from the Federal
Government {o approve it.

B. Internal (departmental) administrative overhead costs are allowable for FFP only if there
is a departmental overhead indirect cost allocation plan prepared and on file for audit
purposes for the applicable period and costs are claimed in accordance with it following
Federal Office of Management and Budget (OMB) Circular A-87 guidelines.

C. Both external and internal administrative cost allocation plans must comply with
provisions of the federal OMB Circular A-87, entitled "Cost Principles for State, Local,
and Indian Tribal Governments “and Federal Publication OASC-10, entitled "A Guide for
State and Local Governments/Cost Principles and Procedures for Establishing Cost
Allocation Plans and Indirect Cost Rates for Grants and Contracts with the Federal
Government.”

D. The Contractor must assure that costs claimed as direct costs not duplicate costs
claimed through the application of the indirect cost rate.

8. Offset of Revenues
A To the exient that cmer fundi ng sux es have paid o
Federal Financial Participation (FFP} is not available
from the total costs (OME Circt ifc:f A-87, Attachment A, Part C., ltem 4.a.).
offset categories which must be applied in developing the net costs |

Y

) All unallowable federal funds, including not only federal grants but also federal
payments for services under Medicare fee-for-service or encounter rates.

2} All state expenditures which have been previously matched y he federal
government {includes Medicaid funds for medical assistance, s f; as the payment
rate for services under fee-for-service or encounter rates). Ct s submitted will not
be duplicative of Medicaid claims for costs that are part of the Eﬂciusive rate for

direct patient care.

Page 4 0of 6
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y Private insurance and other fees collected from non-governmental sources

4y All applicable credits must be offset aga%ns* claims for Medicaid funds. Applicable
credits refer to those receipts or reductio xpenditure type transactions that offsat
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wards as direct or indirect cosis.

inistrative activities if its total
ab ove. A government program
l.e., make a profit.

o1

A program may not claim any federal match for admi
cost has a,raady besn paid by the revenus es
may not be reimbursed in excess of its actu
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8. Requirements for Federal Financial Participation

A.

Per 42 CFR, Section 432.2 et seq., and Section 433.1 et seq., Skilled Profassional
Medical Personnel (SPMP), and directly supporting staff, eligible for enhanced funding
are defined as physicians, dentists, nurses, and other specialized personnel who have
professional education and training in the field of medical care or appropriate medical
practice and who are in an employer-employee relationship with the Contractor. SPMPs
do notinclude other non-medical health professionals such as public administrators,
medical analysts, lobbyists, senior managers or administrators of public assistance
programs or of the Medi-Cal program.

The seventy-five percent (enhanced) federal matching rate is only available for a
Contractor that is contractually linked to the DHCS to perform Medi-Cal Administrative
Activities. The enhanced federal matching rate can be claimed for salaries, benefits,
travel and training of SPMP and their directly supporting clerical staff who are in an
employee-employer relationship with the Contractor and are involved in activities that
are necessary for the proper and efficient administration of the Medi-Cal Program.

Fifty percent (non-enhanced) federal matching rate can be claimed for any of the
Contractor's staff, or subcontraciors, involved in the performance of activities that are
necessary for the proper and efficient administration of the Medi-Cal Program. This

includes claiming for SPMP and directly supporting clerical staff performing related
activ §‘§’es that are norn-enhanced. Additionally, the ability to claim SPMP under the MA
ishing

52

orogram is activity driven not education based. Expenditures for the actual fumn f
medical serv w*e\b SPMP do not gualify for Mﬁzﬁs:mmma Medi-Cal Administrative
Claiming, as medical services are paid for in the fee-for-services system.

Qualifying SPMP costs may be matched at the 75 percent rate in Dmpc
worked by SPMP in performing ihose d i s that require pf:}fas ional medi
and skills, as evidenced by position descriptions, job announcements, or |

classifications

10. Expense Allowability/Fiscal Documentation

A.

rom a contractor and accepted and/or submitted for payment by
be deemsad evidence of allowable agreement costs.

Contractor shall maintain for review and audit and supply to DHCS upon request,
adequate documentation of all expenses claimed pursuant to this agreement o permit a
determination of expense allowability.

Page 50f 6
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If the allowability or appropriateness of an expense cannot be determined by the DHCS
because invoice detall, fiscal records, or backup documentation is nonaxi
inadequate according to gan@ra‘ y accepted accounting pr:nc‘p €30

©
-
W
O
o o
T8
O o
n

questionable costs may be disallowed and payment may be withheld by th
Upon receipt of adequate documentation supporting a disallowed or questionable
EXDEnsse, rel imbursement may resume for the amount substantiated and daesmed

allowable

11. Federal Audit Disallowances

A

C.

In addition to the indemnification required by Exhibit C, Provision 5, and notwithstanding
any other provision of this agreement, the State shall be held harmless, in accordance
with Provision 2, Budget Contingency Clause, paragraphs A and B, from any federal
audit disallowance and interest resulling from payments made to the Contractor
pursuant to W&I Code Section 14132.47, and this agreement, less the amounts already
remitted to the State.

To the extent that a federal audit disallowance and interest results from a claim or claims
for the Contractor has received reimbursement for MAA, the State shall recoup from the
Contractor which submitted the disallowed claim, through offsets or by direct billing,
amounts equal to the amount of the disallowance plus interest in that fiscal year, less
any amount already remitted to the State for the disallowed claim. All subsequent claims
submitted to the State applicable to any previously disallowed MAA or claim, may be
held in abeyance, with no payment made, until the federal disaliowance issug is
resolved.

To the extent that a federal audit disallowance and interest resulis from a claim or claims
for which the Contractor has received reimbursement for MAA performed by a non-
governmental entity under agreement with, and on behalf of, the Confractor, the State
shall be held harmless by that particular Contractor for 100 percent of the amount of any
such final federal audit disallowance and interest less the amounts already remitted to
the State for the disallowed claim

12. Program Name and Number for Federal Claiming

A
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Contractor shall include the language in Provision 12, item A, in ifs contracts with
subrecipients and vendors.
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Exhibit D(F)

Special Terms and Conditions

(For federally funded service contracts or agreements and grant agreements)
The use of headings or titles throughout thi onvenience only and shall not be used to interpret
or to govern the meaning of any specific
The terms ‘contract”, "Contractor” and "Subcontractor” shall also mean, “agreement”, "grant’, ‘grant
agreement’, "Grantee” and "Subgraniee’ respectively.
Th nt of Health Services”,
De ‘DHCS", "CDHS”, and
Eat H T S N
7 < palily WU Uhs
Agr
This exhibit contains provisions that require strict adherence 1o various contracting laws and policies. Some
;}rovmo&s nerein are cor“f"'tio*waf and only apply if specified conditions exist {i.e.. agreement ?Gfa exceeds a
certain amount; agreement is federally funded, etc.). The provisions herein cpp to this Agreement unless
the provisions are removed by reference on the face of this Agreement, the provisions are superseded by an
alternate provision appearing elsewhere in this Agreement, or the applicable conditions do not exist.

Index of Special Terms and Conditions

1. Federal Equal Employment Opportunity 17.  Human Subjects Use Requirements
Requirements 18.  Novation Requirements
2 Travel and Per Diem Reimbursement 19.  Debarment and Suspension Certification
3. Procurement Rules 20.  Smoke-Free Workplace Certification
4. Equipment Qwnership / Inventory / Disposition 21, Covenant Against Contingent Fees
5. Subcontract Requirements 22 Payment Withholds
| 6. Income Restrictions 23.  Performance Evaluation
7. Audit and Record Retention 24 Officials Not to Benefit
8. SiteInspection 25.  Four-Digit Date Compliance
: 9. Federal Contract Funds 26. Prohibited Use of State Funds for Software
10.  Intellectual Property Rights 27.  Use of Small Minority Owned and Women's |
11, Air or Water Pollution Requirements Businesses
12, Prior Approval of Training Seminars, Workshops 28,
or Conferances o9
13.  Confidentiality of Information 10
14, Documents, Publications, and Written Reports
15, 31
16, 32.

DHCS-Exhibit D




Department of Health Care Services - Special Terms and Conditions Exhibit D(F)
1, Federal Equal Opportunity Requirements

{Applicable to all federally funded agreements entered into by the Department of Health Care Services)

a. Thne Contracior will not discriminate against any employes or applicant for employment baecause of race,
color, religion, sex, national origin, physical or mental handicap, disability, age or status as a disabled
veleran or veteran of the Vietnam era. The Contractor will t2ke af ?ma‘?ve action to ensure that qualified
applicants are employed, and that employees are treated during employment, without regard to their
race, color, religion, sex, national origin, physical or mental handi Cdfi}, disability, age or status as 3
disabled zeter noor vete*an of the Vietnam era. Such action shall include, but not be limited to the
followin demotion or transfer; recruitment or recruitment advertising; layoff or
termina forms of ccmpensaéz@n; and career development oppertunities and
selectior pprenticeship, The Contracior agrees 10 post in cons: U3 p%aces,

valial asvfibaﬂts for employment, notices to be provided by the Federal
forth the provisions of the Equal Opportunity clause, Section 503 of the

v

d the c‘* rmative action clause required by the Vieinam Era Vetsrans
tment Assistance Act of 1 (38 U.S.C. 4212). Such notices shall state the Contracior's

obligation under the Ia irmative action to employ and advence in enﬁpsayrrem gualified
applicants without dzccr*"r. nation based on their race, color, religion, sex, national origin physical or
mental handicap, disabilit atus as a disabled veteran or veteran of the Vietnam era and the
rights of applicants and employess.

b. The Contractor will, in a!i solicitations or advancements for employees placed by or on behalf of the
Contractor, state that all qualified apo“cams will receive consideration for employment without regard to
race, color, religion, sex, national origin physical or mental handicap, disability, age or status as a
disabled veteran or veteran of the Vietnam era.

¢. The Contractor will send to each labor union or representative of workers with which it has a collective
bargaining agreement or other contract or understanding a notice, to be provided by the Federal
Government or the State, advising the labor union or workers' representative of the Contractor's
commitments under the provisions herein and shall post copies of the nofice in conspicuous places
available to employees and applicants for employment

d. The Contractor will comply with all provisions of and furnish all information and regorts required by
Section 503 of the Rehabilitation Act of 1973, as amended, the Vieinam Era Veterans' Readjustment
Assistance Act of 1974 (38 U.5.C. 4212) and of the Federal Executive Order No. 11246 as amended,
including by Executive Order 11375, ‘Amending Executive Order 11246 Relating to Equal Employment
Opportunity,” and as supplemented by regulation at 41 CFR part 60, “Office of the Federal Contract
Compliance Programs, Equal Employment Opportunity, Department of Labor,” and of the rules,
regulations, and relevant orders of the Secretary of Labor.

e. The Contractor will furnish alt information and reporis
amended, including oy Fx@cm;ve Order 11375,
Employment Opportunity,” and as supplemented by

equired by Federal Ex ‘*\r Ora‘ﬂr N‘J 1

Contract Compliance Pm@r@% Egual Employment nd 1
Rehabiiitation Act of 9?3 and by the rules, , and of the Dor,
puzuar‘: thereto, and will permit access to iis books, re cor és and accounis by the Staie and its
esignated mcmsw‘”‘ma* and the Secreiary of r purposes of investigation to asceriain
nd orders

compliance with such rules, regulations, and

f. In the event of the Contractor's noncompliance with the requirements of the provisions h srein or with any
federal rules, requlations, or orders which are referenced herein, this Agreement may be cancslled,
terminated, or suspended in whole or in part and the Contractor may be declared i nena ble for further
federal and stale contracts in accordance with procedures authorized in Federal Executive Order No
11246 as amended and such other sanctions may be imposed and remedies invoked as provided in
Federal Executive Order No. 11248 as amended, including by Executive Order 11375, ‘Amending
Executive Order 11246 Relating to Equal Em DO”FT% t Cpportunity,” and as supplemented by reguiation
at 41 {‘?R part 60, "Office of the Federal Contract Compliance Programs, Egqual Employment
Cppo L.s ., Depariment of Labor,” or by n ie, requiation, or order of the Sec e*“\,f of Labor, or as
Génez se provided by law.
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g. The Contractor will include the provisions of Paragraphs a through g in every subcontract or purchass
order unless exempted by rules, regulations, or orders of the Secretary of Labor issued pursuant fo
Federal Executive Order No. 11248 as amended, inciuding by Executive Order 11375, 'Amending
Executive Order ”?2/‘6 Relating to Equal Employment Opportunity,” and as supplemented by regulation
at 41 CFR deral Progra ms Equal Employment
O:mor\, é i e Re“ﬂbriha on Act O' *973 or (38 U.S.C. 4212

sions will be binding upon
h resp ecz to any subcontract or
rograms or DHCS ma
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direct as a means of enforcing sucb provisi sfs includin '; s for oncomsé iance oromcﬁ hov f;“m
that in the event the CQ rac?or becomes involved in ith litigation by a subcontractor or
vendor as a result of such direction by D CS the C riti in
turn, may request the Unjted Stales to ente  suc

the United States

{Applicable if travel and/or per diem expenses are reimbursed with agreement funds.)

Reimbursement for travel and per diem expens om DHCS under this gre ement shall, uniess otherwise
specified in this Agreement, be at the rates curr ’fiy in effect, as established by the California Department of
Personnel Administration (DPA), for nonrepresented state employees as stipulated ir DHCS' Travel
Reimbursement Information Exhibit. If the DPA rates change during the term of the Agreement, the new
rates shall apply upon their effective date and no amendment to this Agreement shall be necessary.
Exceptions to DPA rates may be approved by DHCS upon the submission of a statement by the Contractor
indicating that such rates are not available to the Contractor. No travel outside the State of California shall be
reimbursed without prior authorization from DHCS. Verbal authorization should be confirmed in writing.
Written authorization may be in a form including fax or emall confirmation.

3. Procurement Rules

(Applicable to agreements in which equipment/property, commodities and/or supplies are furnished by DHCS
or expenses for said items are reimbursed by DHCS with state or federal mnds provid ed under the
Agreement.)

a. Equipment/Property definitions
Wherever the term equipment and/or property is used, the following definitions shall apply:
(1} Major equipment/property: A tangible or éntangib%e item having a base unit cost of $5.000 or more
with a life expectancy of one (1) year or more and is either furnished by DHCS or ti“e r“ost is

reimbursed through this Agreement. Software and videos are examples of intangible items that meet
this definition.

M

Minor equipment/property: A tangible tem having a bas t ife
expectancy of one (1) year or more and I8 either furnished by DHC S or the cost is reimbursed
through this Agreement.

b, Government and public entities (including state college ”.funé'\.fm?»& and auxiliary organizations),
whether actin 9 as a contractor and/or subcontractor, may secure all commodi "efs Suuﬁs’es equipment
and services related to such purchases that are required in geﬁ‘ormawce of this Agreement. 5Said
;;focufemeﬂ.*s are subject to Paragraphs d through h of Provision 3. Paragraph ¢ of Provision 3 shall
also apm if equipment/property purchases are delegated 1o subcontractors that are nonprofit

organizations or commercial businesses.

¢. Nonprofit organizat'ons and commercial businesses, whether acting as a confractor and/or
subcontractor, may secure commodities, supplies, equipment/property and services related to such
purchases for geﬁ@méwe under this Agreement.
{1y Equipment/property purchases shall not exceed $50,000 annually
To secure equipment/property above the annual maximum limit of $50,000 Contractor shall
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make arrangements through the appropriate DHCS Program Contract Manager, o have ali
remaining equipmentproperty purchased through DHCS' Purchasing Unit. The cost of

ecuipment/property purchased by or through DHCS shall be deducted from the funds available in this

Agresment. Contractor shall submit to the DHCS Program Contract Manager a list of

eﬂwiarmw‘m'oseﬁy specifications for those items that *‘c State must procure. DHCS may ay the
il

vendor dire for such arranged equipment/property purchases and title to the equipm
wil remain with DHCS. The equ;pmaf‘tff"oaefi\ will be det vered 1o the Conlractor's
f ce of the Agreement, unless the Contractor notifies the DHCS Program Contract
g, of an alternate delivery address.

(2y All equipment/property purchases are subject to Paragraphs d through h of Provision 3. Paragraph b
Provision 3 shall also apply, if equipment/property purchases are delegated 1o subconiractors that

ither 2 government or
g

{3) Nonprofit organizations and commercial businesses shall use a procurement system that meets the
following standards:

ndard of conduct that shall govern the performance of its officers,
nga ged in awarding procurement coniracts. No employee, officer, or
the selection, award, or administration of a ptov.;rv rent or bid

er knowledge, he or she has a financial interest.
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{b) Procurements shall be conducted in a manner that provides, to the maximum extent practical,
open, and free competition.

{c) Procurements shall be conducted in a manner that provides for all of the following:
[1] Avoid purchasing unnecessary or duplicate items.

[2] Equipment/property solicitations shall be based upon a clear and accurate description of the
technical requirements of the goods to be procured.

[3] Take positive steps to utilize small and veteran owned businesses.

d. Unless waived or otherwise stipulated In writing by DHCS, prior written authorization from the appropriate
DHCS Program Contract Manager will be required before the Contractor will be reimbursed for any
purchase of $5,000 or more for commodities, supplies, equipment/property, and services related to such
purchases. The Contractor must provide in its request for authorization all particulars necessary, as
specified by DHCS, for evaluating the necessity or desirability of incurring such costs. The term
"nur“hase” excludes the purchase of services from a subcontractor and public utility services at rates

tablished for uniform applicability fo the general public.

e. In special d by DHCS e.g., when DHCS has a need to rrow@r ceriain
purchase rior written ag‘i’“orzauor‘s and/or the submission of paid vendor
receipts > of ﬁo!laf amount. DHCS reserves the right to efther deny claims for
reimbur ent for any Contracior and/or subconiractor purchase that DHCS

-

S ,
determin rying out performance under this Agreement,
copy or narrative desméptim of the procurement
or reg uaa’m% r?“ at M be used to make purchases under this Agreemem. The
0 request a m;j\f of these documents and to inspect the pur i j
tor at any time.
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g. Forall pu rc%*aQe , the Contractor and/or subconfractor must maintain copies of all paid vendor invoices,
documents, bids and other information used in vendor selection, for inspection or audit. Justifications

supporting the ab ence of bidding (i.e.. sole source purchases) shall also be maintainad on file by the
Contractor and/or subcontractor for inspection or audit.

. DHCS may, with cause (e.g., with reasonable suspicion of unnecessary purchases or use of
inappropriate purchase practices, efc), withnold, cancel, modify, or retract the delegated purchase
authority granted under Paragraphs b and/or ¢ of Provision 3 by giving the Contractor no less than 30
cagenqa: days writlten notice.
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4. Equipment/Property Ownership / Inventory / Disposition

(Applicable to agreements in which eg
purchased or reimbursed by DHCS wit
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by DHCS and/or when said items are
d under the Agreement)

a.

o

(03

DHCS-Exhibit DF (2/12)

shall report the receip! to the DHCS

Upon receipt of equipment and/or property, the Contractor
Program Contract Manager. To report the receipt of said items and to receive property tags,
Contractor shall use & form or designated by DHCS Asset Management Unit.  [f the
appropriate form (i.e., Confractor Equipment Purchased with DHCS Funds) does not accompany this
Agreement, Centractor shall request a copy from the DHCS Program Contract Manager.

format

{2) Annual Equipment/Property Inventory - If the Contractor enters into an agreement with a term of
more than twelve months, the Contractor shall submit an annuai inventory of state equipment and/or
property to the DHCS Program Contract Manager using a form or format designated by DHCS' Asset
Management Unit. If an inventory report form (i.e., Inventory/Disposition of DHCS-Funded
Equipment) does not accompany this Agreement, Conlractor shall request a copy from the DHCS
Program Contract Manager. Contractor shali:

{a) Include in the inventory report, equipment and/or property in the Contractor's possession and/or
in the possession of a subcontractor (including independent consultants).

{(b)y Submit the inventory report to DHCS according to the instructions appearing on the inventory

form or issued by the DHCS Program Contract Manager.

{c} Contact the DHCS Program Contract Manager to learn how to remove, trade-in, sell, transfer or
survey off, from the inventory report, expired equipment and/or property that is no longer wanted,
usable or has passed its life expectancy. Instructions will be supplied by either the DHCS
Program Contract Manager or DHCS Asset Management Unit.

Title to state equipment and/or property shall not be affected by its incorporation or attachment to any
property not owned by the State.

figation to pay the cost of restoration, or
which may be affected by the removal of

ire the Contr
st or sgo!en state equipment a
event of state ef"u‘pmef\t and/or miscellaneous property theft, Contractor and/or Subconiractor shall

actor and/or Subcontractor to repair or

b In administering this pfo“ ion, DHCS may requ
lo and/or property. In the

replace, to DHCS' satisfaction, any damaged,

ppropriate police agency or the California Highway Patrol and
the thefl report to the DHCS Program Com;a&

a theft report with the a
submit one copy of

immediately file
Contractor shall

promptly

Manag

ar
o

funding :?.?z:fs Agreement, equipment and/or property
urnished by DHCS Jrsd%r the terms of this Agreement,
greement or another DHCS agreement.

Unless otherwise stip
purchased/reimbursed {
shall only be used for performance of this

:D.‘
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—ty

) calendar days prior to the termination or end of this Agreement, the Contractor shall
inventory fesor‘ of eguipment and ;’ r property to the DHCS Program Contract Manager
Dr‘l S as to the requirements, including the manner and method, of

r property to DH*”“S Fin position of equipment and/or property shall

i t and/or pfoneﬁv @bQCSfO%‘}

crd ng to DHCS ins ?rf!
DHC rﬂrﬂef‘rate aft [inventory reoorr At the
uthorize the continued use of

CcSs %,reemem

o

(Applicable only if motor vehicles are purchased/reimbursed with agreement funds or furnished by DHCS

£

7

{1} If motor vehicles are purchased/reimbursed with
terms of this Agresment within thirty (30) calen
Agreement, the Contractor and/or %bcgmraoor S
all necessary documents of title or registration to en
DHCS.

f‘1

ar days prior to the termination or end of this

a! return such vehicles to DHCS and shall deliver
ble the proper transfer of a marketable title ¢

reement funds or furnished by DHCS under the
r
!

4

(2y If motor vehicles are purchased/reimbursed with abre:man‘ funds or furnished by DHCS under the
terms of this Agresment, the State of California shall be the legal owner of sald motor vehicles and
the Contractor shall be the registered owner. The Contractor and/‘or a subcontractor may only use
said vehicles for performance and under the terms of this Agreement.

(3) The Contractor and/or Subcontractor agree that all  operators of motor  vehicles,
purchased/reimbursed with agreement funds or furnished by DHCS under the terms of this
Agreement, shall hold a valid State of California driver's license. In the event that ten or more
passengers are to be transported in any one vehicle, the operator shall also hold a State of California
Class B driver's license.

(4) If any motor vehicle is purchased/reimbursed with agreement funds or furnished by DHCS under the
terms of this Agreement, the Contractor and/or Subcontractor, as applicable, shall provide, maintain
and certify that, at 2 minimum, the following type and amount of automobile liability insurance is in
effect during the term of this Agreement or any extension period during which any vehicle remains in
the Contractor's and/or Subcontractor's possession:

Automobile Liability Insurance

(g) The Contraftor by signing this Agreement, hefeof certifies that it possesses or will obiain
automobile liability insurance in the amount of $1,000,000 per occurrence for bodily iniury and
property da’nage combined. Said insurance must be obtained and made effective upon the
delivery date of any motor vehicle, purchased/reimbursed with agreement funds or furnished by

DHCS under the terms of this Agreement, to the Contractor and/or Subcontractor.

(b} The Contractor anc’;
to the

the DHCS contract or agr::e'r*er?

ctor and/or Subc
%nsurance: as required herein, sh":ii remain
il such time as the mo

o
MA%
oF
[43]
(“)
Wr
oy
8y

‘ ¥
n ef;’ecﬁ at all times during the t
tor vehicle is returned to DHCS.

{d) The Contractor and/or Subcontracior agree o provide, at least th%rzy (30) days prior to th
expiration date of said insurance coverage. a copy of a new certificate of insurance evider C§s:g
s indicated herein, for not less Lhdn the remainder of the term of this

niot less than one

continued coverage, &
greement, the term of any exiension or continuation thereof, or for a period of

If-insured government and/or public en tity, must
insurance contain the following provisions:

(e} The Contractor and/or Subcontractor,
provide evidence, that any reguired ceﬁz. ica
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[1] The insurer will not cancel the insured's coverage without giving thirty (30) calendar days
prior written notice to the State (California Department of Health Care Services).

2] The State of California, its officers, agents, employees, and servants are included
addit Of‘ag i s“rcﬂvs but on Iy with resgect to work performed for the Siate under this

[3] Theinsurance carrier shall notify the California Department of Health Care Services
in writing, of the Contractor’s failure to it ion of such
other substantial c%me including, but n:
required insurance. Such notices shall ¢
which the insurance was Obtamed

(fy The Contrac by at o)
r*‘zaybesdb, D {o neral Ser
isk and Snsu ance x%a”aqewenr Tne Co@ ractor shall be notified by DHCS, in writ i‘(} é;‘ this
provision is applicable to this Agreement. If DGS approval of th ificate of insurance is

the ce
required, the Coniractor agrees thal no work or services shall be per‘orr“ed prior to obtaining

said approval.

{g) In the event the Contractor and/or Subcontractor fails to keep insur ance coverage, as req uired
herein, in effect at all times duri ing vehicle possession, DHCS may, in ad d‘Lon to any other
remedies it may have, terminate this Agreement upon the occurrence of such event.

5. Subcontract Requirements

(Applicable to agreements under which services are to be performed by subcontractors including
independent consultants.)

a. Prior written authorization will be required before the Contractor enters into or | ‘s reimbursed for any
subcontract for services costing $5,000 or more. Except as indicated in P pk a(3) herein, when
securing subcontracts for services exceading $5,000, the Contractor shall obt ain at least three bids or
justify a sole source award.

(1) The Contractor must provide in its request for authorization, all information necessary for evaluating
the necessity or desirability of incurring such cost.

(2) DHCS may identify the information needed to fulfill this requirement.

{3y Subcontracts performed b/t e o owing entities or for the service types listed below are exempt from
the bidding and sole source justification requirements:

f a California State University or a Calffornia community college,

a 0 g
n organized to support the Board of Governors of the California Community Colleges,

ary organization of the Student Ald Commission established under Education

viduals proposed for use and copro»ec by DHCS' funding Program via acceptance
of an g p, catzcn or proposal for funding or pre/post contract award negotiations,

(h) Entities andior service types identified as exempt from advertising and competitive bidding in
State Contracting Manual Chapter 5 Section 5.80 Subsection B.3. View this publication at the
following Internet address: hitp /www . dgs ca.qov/ols/Resources/StateContractManual.asox.
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n.

(1) Upon receipt of a written n *'c from DHCS requiring the substitution and/or e'm’rzaiéen of a
JbCOﬂU’aC' the Contractor shall take steps to ensure the completion of any work in progress and
a replacement, if appi ca:ﬂe within 30 calendar days, unless a longer period is agreed to by

S -

DHCS
Actual subcontracts (i.e., written agreement betwsen the Contracior and a subconiractor) of $5.000 or
more are subject (o the pr or review and written approval of DHCS. DHCC may, at its discretion, elect to
walve this right. All such waivers shall be CO"&T irmed in writing by DHC

in a copy of each subcontract entered into in support
. make coples available for approval, | !

3
(2
o
@
(¢
b
o
o
o
=
a8}
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The Contractor is responsible for all performance requirements under this Agreement even though
performance may be carried out through a subcontract.

The Contracte s for services include provision(s) requiring compliance
with applicable terms ar ;d cevdtors ecﬁed in this Agreement.

The Contractor agrees to include the following clause, relevant to record retention, in all subcontracts for
services:

"(Subcontractor Name) agrees to maintain and preserve, until three years after termination of
(Agreement Number) and final payment from DHCS to the Contractor, to permit DHCS or any
duly authorized representative, to have access to, examine or audit any pertinent books,
documents, papers and records related to this subcontract and to allow interviews of any
employees who might reasonably have information related to such records.”

Unless otherwise stipulated in writing by DHCS, the Contractor shall be the subcontractor's sole point of
contact for all matters related to performance and payment under this Agreement.

Contractor shall, as apD caule advise all Schortractors of their obligations pursuant to the following
numbered provisions of this Exhibit: 1, 2 3 6, 7,8, 10, 11,12, 13, 14, 17, 19, 20, 24, 32 and/or
other numbered provisions herein that are de en*ed apa cabi

Income Restrictions

Unless otherwise stipulated in this Agreement, the Contractor agrees that any refunds, rebates, credits, or
+

other amounts {including any inieres
Agreement shal id by t

kereom QCCFJ*WQ to or received by the Coniractor ""‘d this

y the on (tc) DHCS tothee that they are properly allocable to costs for

! tent
which the Contractor has been re sed vy DHCS under this i-lg reement.

Audit and Record Retention

[Apr

plicable to agreements in excess of $10,000.)

L.

The Confractor and/or Subcontractor shall maintain books, records, documenis, and other evidence
accounting procedures and pfaﬂziceQ sj,, ient to promfy reflect all direct and ;ncﬁ:reci costs 0 \Ah fever’
nature claimed {o have been incurrad in the performance of this A n

costs and expenses. The foregoing constfu tes "records” for the purpose of this provision.

The Co acLors andfor mbcmtraczors acility or office or such part i?“vefeo’ as may be engaged in the
performance of this Agreement and his/her records shall be subject &t all reasonable times to inspection,
audit, ar d rep odvcéion,

tc: or m@
the right to
nce of this

Com actor agrees Jza‘
esignated representat ng et {
review and to copy aﬂ/ records and supporting documentation pertaining to the peﬁ

Q; (D

[
©
[0
[»5)
]
ey
MY
oy
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Agreement. Contractor agrees to sllow the auditor(s) access to such records during normal business
hours and to allow interviews of any empioyees who might reasonably have information related to such
records. Further, the Confractor agrees o include a similer right of t. nhe State to zudi records and

siew staff in any subconiract related to performance of this Agreement. (GC 85467, CCR Title 2,

S
=
L=
o2
& L

i

d. The Contractor and/or Subc
of 'Pree years "om the da*a
as is required by applicable

(2) below.

(1)

(2) If any litigation, claim, negotiation, audit, or other action involving the records has been started before
the expiration of the three-year period, the records shall be retained until complstion of the action and
resolution of all issues which arise from it, or until the end of the regular three-year period, whichever
is later

rements and be aware of the
forth in Public Contract Code §

w

The Contractor and/or Subcontractor shall comp?"‘ with the
penalties for violations of fraud and for obstruction of investiga
IOME.TO, if zpolicable

above requ
ation as set

Ve
Ve
as

f.  The Contractor and/or Subcontractor may, at its discretion, following receipt of final payment under this
Agreement, reduce its accounts, books and records related to this Agreement to microfim, computer
disk, CD ROM, DVD, or other data storage medium. Upon request by an authorized representative to
inspect, audit or obtain copies of said records, the Contractor and/cr Subcontractor must supply or make
avallable applicable devices, hardware, and/or software necessary to view, copy and/or print said
records. Applicable devices may include, but are not limited to, microfilm readers and microfim printers,
efc.

. he Contractor shall, a:m licable, com Dly with the Single Audit Act and the audit reporting requirements
J } o |
set forth in OMB Circular A-133.

8. Site Inspection

The Stete, through any authorized representatives, has the right at all reasonab!e times to inspect or
otherwise evaluate the work performed or being perormed hereunder including subconiract supported
activities and the premises in which it is being performed. If any inspection or evaluation is made of the
premises of the Contractor or Subcontractor, the Contractor shall provide and shall require Subcontractors to
provide all reasonable facilities and assistance for the sa z’ef/ and convenience of the aut no ized
representatives ,n the p@r‘orrrawe of their duties. All inspections and evaluations shall be performed in such
a manner as will not unduly delay the work,

9, Federzl Contract Funds

in ord~r to avoi d prog
determination was made.

o
o
Oy
ﬂﬁ
I
e

=
=3

O
T




®

10.

[

Department of Health Care Services - Special Terms and Conditions Exhibit D(F)

i if the Congress does not appropriate sufficient funds for the program, this
**ne;.,deJ to reflect any reduction in funds.

option to invalidate or cancel the Agreement with 30-days advance writlen notice or to
ement to reflect any reduction in funds.

Intellectual Property Rights

a.

Ownership

HCS has agreed i d writis license, DHCS shall be and remain,
comp ’ : igh titte and interest in all

' fron ved, that are made

d from, o vich result directly or

(2} For the purposes of this “greeme“‘ Intellectual Property m ized protectable rights and

interest such as: patents, (whether or not issued) co"yr c.f. , traden , marks, apglications
for any of the foreg g inventions, trade secrets, irade dress, logos, insignia, color combi nations,
slogans, moral r'gi" s, rg‘7 of publicity, author’s rights, contract and licensing rights, works, mask
igh et
ol

ey

ct a
works, industrial design rights, rights of priority, know how, design flows, methodologies, devices,
business processes, developments, innovations, good will and all other legal rights protecting
intangible proprietary information as may exist now and/or here after come into existence, and all
renewals and extensions, regardiess of whether those rights arise under the laws of the United

States, or any other state, country or jurisdiction.

(a) For the purposes of the definition of Inteliectual Property, “works” means all literary works,
writings and printed matter including the medium by which they are recorded or reproduced,
photographs, art work, pictorial and graphic representations and works of a similar nature, film
motion pictures, digital images, animation cells, and other audiovisual works including positives
and negatives thereof, sound recordings, tapes, educational materials, interactive videos and any
other materials or products created, produced, conceptualized and fixed in a tangible medium of
expression. It includes preliminary and final products and any materials and information
developed for the purposes of producing those final products. Works does not include articles
submitted to peer review or reference journals or independent research projacts.

(3} In the performance of this Agreement, Contractor will exercise and utilize certain of its Intellectual
Property in existence prior to the effective date of this Agreement. In addition, under this Agreement,
Cor‘tramor may access and utilize certain of DHCS' Intellectual Property in existence prior to the

ffective date of this Agreement. Exr*ept as otherwise set forth herein, Contractor shall not use any
of DHCS' Intellectual Property now existing or hereafter existing for any purposes without the prior
written permission of DHCS. Except as otherwise set forth herein, neither the Contractor nor
DHCS shall give any ownersh%p interest in or rights to its Intei%ectua§ Property to the other
Party. If during the term of this Agreement, Contractor accesses any third-party Intellectual Property

e
v all iice.ﬂ

that is licensed to DHCS, Contractor agrees to abide by se and confidentiality restrictions
applicable to DHCS in the third-party’s iicense agreement

{4y Contractor agrees to cooper
the Intellectual Property, a d
Intellectual Property. 1f the Con
in order to ;::amrm this ,»\g’ew er*‘ Contractor shall

all Intellectual Property provisions. Such terms must | {
assi gn ing and agreeing to assi gn to DHCS c' ‘ig fts %e and | interest in intel
ut act

he subcontractor
Property made,
, r DHCS and which
result directly or indirect!y from th,a Agree(.lvm or y scon!ract

(5) Contractor further agrees to assist and pecis, and execuls
all documents and, subject to reasmab gn«c i:esi?mony and take ali further acts
reasonably necessary {o acquire, transfer, i enforce DHCS Intellectual Property rights
and interests

itOF (212 Page 10 of 28
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b. Retained Rights / License Rights

{1) Except for Inteliectual Property made, concelved, derived from, or reduced tc practice by Contractor

or DHCS and M‘ ch FSSJ! directly or indirectly from this Agresment, Contractor shall retain title to all
f it i {0 the exient such Intellectual rrop@rty' in ex/Q’senfe orior to the effective

at Contractor her o» grants to DHCS, without additional compensation, a
g, royally free id-up, worldwide f"efm“a:#@ ;)svf:‘;er”a, non-terminable

manufac‘:use fler to sell, mpo , export, modify, publicly and privately

, and dispose Confractor’s Intellec “% Property with the right to sublicense

any purpose whaisoever, o the ex tew' tis incorperated in the Intellectusl

Agreement, unless Contractor assigns alb r gms, title and interest in the

O
Y
O
pres
oy
[
o

{2y Nothing in this provision shall restrict, {i

;:revené Contractor from using any ideas,

[
n
Y
@
)
S
D o
Q.M
.
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B

ng e Of*omcor ialit iy,

c ncepts, kno**‘—haw methodology or Y its Hem‘ermamc under this Agreement,

provided that Contractor’s use does not infringe the saienf copyright, trademark rights, license or

other énte‘e ’u Pfopcr*y rights of DHCS or third oarty, or resu t m a breach or default of any
‘ : atir
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provisions of this Exhibit or result in a breach
c. Copyright

(1) Contractor agrees that for purposes of cowﬁg'”t law, all works [as defined in Paragraph a,
subparagraph (2)(a) of this provision] of authorship made by or on behalf of Contractor in connection
with Contractor’s per‘ormance of this Agreement shall be deemed "works made for hire”. Contractor
further agrees that the work of each person utilized by Contractor in connection with the performance
of this Agreement will be a “work made for hire,” whether that person is an employee of Contractor or
that person has entered into an agreement with Contractor o perform the work. Contractor shali

enter into a written agreement with any such person that: (i) all work performed for Contfac-‘ar shali
be deemed a “work made for hire” under the Copyright Act and (ii) that person shall assign all right,
titte, and interest to DHCS to any work product made, conceived, derived from, or reduced to pra tice
by Contractor or DHCS and which result directly or indirectly from this Agreoman‘r

(2) All materials, including, but not limited to, visual works or text, reproduced or distributed pursuant to
this Agrcerﬁ:m that include Intellectual Property made, conceived, derived from, or reduced to
practice by Contractor or DHCS and which result directly or indirectly from this Agreement, shall
include DHCS' notice of copyright, which shall read in 3mm or larger typeface: “© [Enter Current Year
e.qg., 2010, etc] Californiz Department of Health Care Services. This material may not be
reproduced or disseminated without prior written per*‘mss ion from the Cealifornia Department of Health
Care Services.” This notice should be placed prominently on the materials and set apart from other
matter on the page where it appears. Audio productions shall contain a similar audio notice of
copyright

d. Patent Rights

With respect to inventions made by Contractor in the performan ce of this Agr «‘@ni which did not result
from research an oment specifically included in the Agresment's scope of work, Contractor
hereby grants license as described under Section b of this provision f@r devices or material
incorporatin gh the u ions. If such inventions r from research and
developmen i ment's scope @«* work, then Contractor agrees (o
assign to is right, title and interest in and to such inventions
and o a3 gn patents with respect thereto.

e. Third-Party Intellectual Property

Except as provided herein, Contractor agrees that its performance of this Agreement shall no‘ b@
dependent upon or incl d(f ny m‘ot ectuzl Property of Contractor or third party without first: {I) obtainin

DHCS prior writien approval; ting to or obtaining for DHCS, without additional compensatio

a license, as described In tion b of iﬁs;S provision, for any of Confractor's or third-party’s Intalle ctual
Property in existence prior 1o the eff fate of this Agfesmem  such a license upon the these term:
is unattainable, and DHCS determines that the Intellectual Property should be included in or is requir

{’l [
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g.

for Contractor’'s performance of this Agreement, Contractor shall obtain a license under terms acceptable
to DHCS.

Contractor represents and warrants that

(b} It has secured and will secure all rights and licenses necessary for its performance of this
3 £
Agreement
fmy N
SO BN
I v . A— iy
export, modification, riva olay : the
Intellectual Property ms eﬁ, comceéved, deriy ec f*om or redgced to D'aciice by Contractor or
HCS and which result directly or indirectly from this Agreement will infringe upon or violate an
. - N y
Intellectual Property r;crs.t, non-disclosure obngaror or other propri ﬁtary right or interest of any

third-party or entity now existing under the laws of, or hereafter existing or issued by, any siate,
the United States, or any foreign country. There is currently no actuat or threatened claim by any
such third party | based on an a alleged violation of any such right by Contractor.

{d}y Neither Contractor’s performance nor any part of its performance will v e the right of privacy
of, or constitute a libel or slander against any person or entity.

{e) 1t has secured and will secure all rights and licenses necessary for Intellectual Property including,
but not limited to, consents, waivers or refeases from all authors of music or performances used,
and taler t (rado television and motion picture talent), owners of any interest in and to real
estate, sites, locations, property or props that may be used or shown.

(f) It has not granted and shall not grant to any person or entity any right that would or might
derogate, encumber, or interfere with any of the rights granted to DHCS in this Agreement.

{g) It has appropriate systems and controls in place o ensure that state funds will not be used in the
performance of this Agresment for the acquisition, operation or maintenance of computer
software in violation of copyright laws.

{hy It has no knowledge of any outstanding claims, licenses or other charges, liens, or
encumbrances of any kind or nature whatsoever that could affect in any way Coniractor’s
performance of this Agreement.

HCS MAKES NO WARRANTY *HAT '”HE INTELLECTUAL PROPERTY RESULTING FROM
HIS AGREEMENT DOES NOT INFRING UDO’\l ANY P,»« ENT, TRADEMARK, COPYRIGHT OR
HEL Kfz, NOW EXISTING OR Q‘JBQEQ TLY ISSUE

-0

intellectual Property Indemnity

any i%‘xereof}g wh
claims by any third pa rt/ or expenses rela
court costs, and atiorney's fees incurred i
defending against, ary such claim, ac; , O |
the Indemnitees may be subject, whe ef orn
litigation. which arise o't of or are re%aaed fo (i} the inco rectness or brearb of ﬂn, of Lr
represeniatio ) ts or agreements of Contractor pertaining to Intsllec
Property: or e

ém’ringemeﬁ
dlg‘zf?bu‘fé& port, n i
disposition of "h tellectual Property made, conceive

ate per /display, license, and
derived iom or reduced to practice by

Page 12 of 26
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11.

12.

Contractor or DHCS and wh?c’ result directly or indirectly from *His Agreement. This indemnity
obligation shall apply irrespective of whether the infringement l im is based on a patent, trademark

,

or copyright regis*’aﬁ‘ﬂn that issue d after the eff c? ve date of this Agreement. DHCS reserves the
ight to participate in and/or control, at Contractor's expense, any such infri cemeﬁt action brought

g ainst DHCS
(2) Should zny Intellectual Property licensed by the Contract ‘Or to DHCS under this Agreement be(‘ome
the subject of an Intsllectual Property infringement claim, Contractor exmc s¢ GS authority
reasonably and in g@cd faith to DE‘GS rve DHCS’ right % use the i i rty in
cordance with this Agreement al nc expens DHCS. DHCS shall ﬁr‘cr and
appear through its own counset (at Con Lraf“mr expense; in any such ¢l defense
or settlement of the claim, Contractor may obtain the right f D’ "‘S e using licensed
=a Pr o;es"zy; or, replace or modify the licensed In P, that i laced or

i
is fu"caor‘aéiy equivalent t
reasonably available, DHC ) e enll 0
without restriction or limitation of any other rights and remedie

[

p {
I monies paid uﬂder *U
available at law or in equily

L:z

Contractor agrees that damages zlone would be inadequate to compensate DHCS for breach of any
term of this Intellectual P rop@ ty Exr. bit b“ Contractor. Contractor acknowledges DHCS would suffer
irreparable harm in the event of such breach and agrees DHCS shall be entitled to obtain equitable
relief, including without limitation an injunction, from a court of competent jurisdiction, without
restriction or limitation of any other rights and remedies available at law or in equity.

h. Federal Funding

In any agreement funded in whme or in part by the federal government, DHCS may acquil ire and maintain
the Intellectual Property rights, title, and ownership, which results directlly or indirectly from the
Agreement; except as provided in 37 Code of Federal Regulations part 401.14; nowevCr, the federal
government shall have a non-exclusive, nontransferable, irrevocable, paid-up license throughout the
world to use, duplicate, or dispose of such Intellectual Property throughout the world in any manner for
governmental purposes and to have and permit others to do so.

i. Survival

The provisions set forth herein shall survive any termination or expiration of this Agreement or any project
schedule

Air or Water Poliution Requirements

Any federally funded agreement and/or subcontract in ex nply with the following

provisions unless said agreement is exempt under 40 CFR

a. Govern (e tcsr* ractors agree to comply with all app rre
under section 306 of the Clean Alr Act [42 US.C. 1 Clean V
Us.cC ‘53 . Executive Order 11738, and Envircnme: ulations (40
/
15).

b, Instifutions of higher education, hospitals, nonprofit organizations and commercial businesses agree ©
comply with all applicable standards, orders, or requirements issuad under the Clean Alr Act (42 US.C
7401 ef seq)), as amended, and the Federal Water Pollution Control Act {33 US.C. 1251 et seq), as
amer

Cantractor shall obtain prior DHCS approval of the | instrt sctsrs instructional

mat&f&s and attendees at any rei ﬂ”ﬂu%au% traini WO , erence conducted pursuant
to this Agreement and of any reimbursable publicity or educational materials i@ be made ava iabse for
distribution. The Contractor shall af‘“name@ge the &;ppoﬁ f the State whenever pub’/ izing the work under
this Agreement in any media. This provision does not apply to necessary staff mestings or fraining sessions
held for the staff of the Contractor or Subcontractor to conduct routine business matters
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13. Confidentiality of Information

a The Contractor and its employees, agents, or subcontractors shall protect from unauthorized disclosure
names and other | erx’z%;’ymg information concerning persons either receiving services pursuant to this
Agresment or persons whose names or identifying information become available or are disclosed o the
Contractor, its employess, agenis, or subcontractors as a result of services oerfsrmed under this
Agresment, except for statistical information not identifying any such person.

6. The Contractor and its employees, agents, or subconiraciors shall not use such identifying information
for any purpcse ome. than carrying out the Contracior's obligations under this Agreement

d. The Contractor shell not disclose, except as otherwise specifically permitted by this Agreement or
authorized b/ the client, any such identifying information to anyone other than DHCS without prior writte
authorization from the DHCS Program Contract Manager, except i disclosure is required by State or
Federal law.

e. For purpcses of this provision, identity shall include, buf woL be limited to name, identifying number,
symbol, or other identifying particular assigned to the individual, such as fnger or voice print or a
photograph.

f.  As deemed applicable by DHCS, this provision may be supplemented by additional terms and conditions
covering personal health information (PHI) or personal, sensitive, and/or confidential information (PSCI).
Said terms and conditions will be outlined in one or more exhibits that will either be attached to this
Agreement or incorporated into this Agreement by reference.

14. Documents, Publications and Written Reports

{(Applicable to agreements over $5,000 under which publications, written reports and documents are

developed or produced. Government Code Section 7550.)

Any document, publication or written report (excluding progress reports, financial reporis and normal

contractual communications) prepared as a requirement of this Agreement shall contain, in a separate

section preceding the main body of the document, the number and dollar amounts of all contracts or

acreemem: and subcontracts relating to the preparation of such document or report, if the total cost for work
by nonempgloyees of the State exbeadz $5,000.

15. Dispute Resolution Process

a. “action in the administration

and DHCS, the Contractor

DHCS Program Contract

r shall direct its grievance

{ e sieai% state the

and the r meaf

s g ays after receipt of the

" t'mg to the Contractor

i {be dec ision cmd reasons t%er fore. es with the Branch Chief’s

d e Contractor may appeal to the S%COr‘d fevel,
(2} When appealing to the second level, the Contractor m repare an appeal ndicatin
for disagreement with Branch Chief's decision. The C shall include he oY
of the Contractor's original statement of dispute along upporting avv ar py of the
Branch Chief's decision. The appeal shall be addressed to he Deputy Dire ?o: of the division in
which the branch is organized within ten (10) working days from recel o? the Branch Chief's
DHCS-Exhibit OF (2123 Page 14 0f 28
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o

e

decision. The Deputy Director of the division in which the brancr is organized or his/her designee
shall meet with the Contractor o review the issues raised. A written decision signed by the Depuiyf
Director of the division in which the branch is organized or his/her designee shall be directed to the
Contractor within twenty (201 working days of receipt of the Contractor's second level appeal.

o

if the Contractor wishes t
"x er design

is organized or his
Code Section 1001

Unless otherwise stipulated in writing by DHCS, &l dispute, grievance and/or appeal correspondence
shall be directed to the DHCS Program Contract Maﬁager

grievan ce is receive
the DHCS Program C

official tnaz is responsibl

18. Financial and Compliance Audit Requirements

~

The definitions used in this provision are contained in Section 38040 of the Health and Safety Code,

which by this reference is made a part hereof.

Direct service contract means a contract or agreement for services contained in local assistance or
subvention programs or both (see Health and Safety [H&S] Code Section 38020). Direct service
contracts shall not include contracts, agreements, grants, or subventions to other governmental agencies
or units of government nor contracts or agreements with regional centers or area agencies on aging
{H&S Code Section 38030).

The Contractor, as indicated below, agrees to obtain one of the following audits:

(1) If the Contractor is a nonprofit organization (as defined in H&S Code Section 38040) and
receives $25.000 or more from any State agency under & direct service contract or agreement; the
Con aracLor agrees to obtain an annual single, organization wide, financial and compliance audit. Said
audit shail be conducted according to Generally Accepted Auditing Standards. This audit does not
fulfill the add it requirements of Paragraph ¢(3) below. The audit shall be completed by the 15th day
of the fifth manth following the end of the Contractor’s fiscal year, and/or

(2} If the Contractor is a nonprofit organization (as defined in H&S Code Section 38040) and
receives less than $25.,000 per vear from any State agency under a direct service contract or
agreement, the Comrac or cgeeQ to obtain a biennial single, organization wide financial and
compliance audit, ss there is evlaﬂnﬂp of fraud or other violation of state faw in connection wit
this Agreement. Ths audit d\,eb not fulfill the audit requirements of Paragraph ¢f 3% JQ’O\V The au c‘.
shall be completed by the 15th day of the fifth month following the end of the Contractor’s fiscal year,
and/or

If the Contractor is a State or Local Government entity or Nonprofit organization (as defined
by the Federal Office of Management and Budget [OMB] Circular A-133) and expends $500.000
or_more in Federal awards, the Confracior agrees to oblain an annual single, c}rr*amza" n wide,
financial and compliance audlt according 1o the requirements specified in OMB Clrcular A-133
entitled ;«,w ts of al Governments, and Non-Profit Organizations”. An z conducted
ulfill the Jd requirements outlin Vd in Paragraphs c(1 } nd c(2) above.
The audit shall be compiew‘:d y the end of the ninth month following the end of the audit period. The
requirements of this provision ao ply f

g

@

1

{a) The Contractor is a recipient expending Federal awards received directly from Federal awarding
agencies, or

{b) The Contractoris a s u’”e"*“i nt expending Federal awards received from a pass-through entity
such as the State, County or community based org

A
=
N
D
2
3
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17.

-

Eyhihit DYE (D

DHUS-Exhipit DF (2

(4} If the Contractor submits fo DHC S report of an audit other than an OM B A-133 audit, the
Contractor must also subm"t a certification indicating the CO"&tTdCLOF MQ ot expended $500,000 or
more in federal funds for the year covered by the audit report.

d. Two copies of the audit report shall be delivered to the DHCS program funding this Agreement. The
audit report must identify the Contracior’s legal name and the number as fvned to this Ag eement. The
audit report shail be due within 30 days after the completion of the audit. Upon receipt of said audit
report, the DHCS Program Contract Manager shall forward the audit report to DHCS' Audits and
investigations Unit if the audit report was s submitted under %cr ion 16.¢{3), unless the audit report is from
a City, County, or Special District within the State of California wheredy the report will be retained by the
fundin

e The ¢ for this Agresment up o the
Dropor [ revenue, The DHCS program
fundi ific amount allowed for said
audit

f. The State or its authorized desigma including the Bfedu of S"ar Audits, is nonsible for conducting

dgrecf?’zm performance audits which are not financia Pef‘or"ar’ce audits are

defined by Generally Accepted Government Auditing S an dafca

g. Nothing in this Agreement limits the State's responsibility or authority to enforce State law or regulations,
procedures, or reporting requirements arising thereto,

h. Nothing in this provision limits the authority of the State to make audits of this Agreement, provided
however, that if independent audits arranged for by the Confractor meet Generally Accepted
Governmental Auditing Standards, the State shall rely on those audits and any additional audit work and
shall build upon the work already done.

i,  The State may, at its option, direct its own auditors to perform either of the audits described ahove. The
Contractor will be given advance written notification, if the State chooses to exercise its option to perfarm
said audits.

i, The Contractor shall include a clause in any agreement the Contractor enters into with the audit firm
doing the single organization wide audit to provide access by the State or Federal Government to the
working papers of the independent auditor who prepares the single organization wide audit for the
Contractor.,

k. Federal or state auditors shall have "exparded scope auditing” authority to conduct specific program
audits during the same period in which a single organization wide audit is being performed, but the audit
report has not been issued. The federal or state auditors shall review and have access to the current
cbd work uemg conducted and will not apply any testing or review procedures which have not been

atisfied by previous audit work that has been completed.

g only to federslly funded agreements/granis in which performance, di
omiraczfsubawafd includes any tests or examination of materials derived from the human body.)

s that if any performance under this Agreement or any

or examingation of materials derived from the human boay for
the purpose of providing information, diagnosi pr”v«cmion reatment or assessment of disease, impairment,
r health of a hr%m being, all locations y such examinations are performed shall mest the
requirements of 42 US.C Q’“f*“m 263a (CLIA) and the regulations thereund

e

By signing this Agreement, Contracior ag'e
subcontract or subagreement includes any te

)

@ o
CD (

[}
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18. Novation Requirements

if the Contracior proposes any novation agreement, DHCS si“ai‘ act upon the proposal within 60 days after
_ N i

receipt of the written proposal. DHCS may review and consider the proposal, consult and negotiate with the
Contractor, and accept or rejdct allorp proposal. /—‘\\,c:e" ance or rejection of the proposal may be
made ofa,[y within the §0-day period 2 in writing within five days of said decision. Upon w rritten

mendment (o this Agre

™
o "
3

f the proposal, DHCS Wil i ent to formally implement the

acc
approved '“?’OQOQ&

19. Debarment and Suspension Certification

[App to all agreements funded in part or whole with federal funds.)

a. By signing this Agreement, the Contracion C'a e agrees o comply with applicable federal suspension
and debarment regulations including, but not limited to 7 CFR Part 3017, 45 CFR 76, 40 CFR 32 or 34
CFR 85

b. By signing this Agreement, the Contracior certifies to the best of its knowledge and belief, that it and s
principals
{1} Are not presently debarred, suspended, proposed for debarment, declared ineligible, or voluntarily

exciuded by an /f deral department or cgesz/

{2} Have not within a three-year period preceding this application/proposal/agreement been convicted of
or had a civil judgment rendered against them for commission of fraud or a criminal offense in
connection with obtaining, attempting to obtain, or performing a public (Federal, State or local)
transaction or contract under a public transaction; viclation of Federal or State antitrust statutes or
commission of embezzlement, theft, forgery, bribery, falsification or destruction of records, making
false statements, or receiving stolen property;

(3) Are not presently indicted for or ctherwise criminally or civilly charged by a governmental entity
(Federal, State or local) with commission of any of the cffenses enumerated in Paragraph b(2}
herein; and

(4) Have not within a three-year period preceding this application/proposal/agreement had one or mors
public transactions (Federal, State or local) terminated for cause or default.

{5) Shall not knowingly enter into any lower tier covered transaction with a person who is proposed for
debarment under federal "ewiat*om (ile., 48 CFR par" ., subpart 9.4), debarred, suspended,
declared ineligible, or voluntarily excluded from participation in such transaction, unless authorized by

the Stale.
(6 Will include a clause ent "Debarment am* Suspension
provisions herein, in all 10\;\/@‘ tler covered transactions an

fransactons.

s

t ontractor is unable to certify to any of the statement
sub?" an explanation to the DHCS Program Contract Manager.

(}

[}
w..{
.y
[
oot
[43]
i
=
o
ﬁ’
(Z“l
Q
uh

Pt B

the rules ‘5“ lement ‘r‘g Ce: eral _xe&;*

e. [If the Contractor knowingly violates this certification, In addition to other remedies available to the Federal
Government, the DHCS may terminate this Agreement for cause or default,

o
3
P
o
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20.

21.

22.

23.

Smoke-Free Workplace Certification

{Appl *cabEe to federally funded agreemen is/grants and subcontraets baward “hat provide health, day
care, early childhood development services, education or library services fo children under 18 directly or
Wouc% ocal governments.)

a. Public Law 103-227, aiso known as the Pro-Children Act of 1994 (Act), reguires that smoking not be
permitted in any portion of any indoor facility owned or leased or contracted for by an entity and used
routinely or regularly for ¢ ovision of health, day care, early childhood development services,
education or library services {0 chéc‘r—:—r u“def the age of 18, if the services are funded by federsl
programs either di ] r local governments, by federal gscﬂt com-‘ra t ioam, or loan
guarantes. The la dren services that are vi
constructed, rated n osuch federal funds. ¢
sarvi provided in private residences; portions of fac sed for in
service providers whose sole source of applicable federal funds &
~here WIC coupons are redeemed

-

o, Fai ur@ to comply with the provisions of the law may result in the imposition of a civil monetary penalty of
up to $1,000 for each violation and/or the imposition of an administrative compliance order on the
res,oom ible party.

c. By signing this Agreement, Contractor or Grantee certifies that it will comply with the '"qur ments of the
Act and will not allow smoking within any portion of any indoor facility used for the provision of services
for children as defined by the Act. The prohibitions herein are effective December 26, 1994,

d. Contractor or Grantee further agrees that it will insert this certification into any subawards (subcontracts
or subgrants) entered into that provide for children’s services as described in the Act.

Covenant Against Contingent Fees
(Applicable only to federally funded agreements.)

The Contractor warrants that no person or selling agency has been employed or retained to solicit/secure this
Agreement upon an agreement of understanding for a commission, percentage, brokerage, or contingent
fee, except bona fide emp?ovees or bona fide established commercial or selling agencies retained by the
Contractor for the purpose of securing business. For breach or viclation of this warranty, DHCS shall have
the right to annul this Agreement without liability or in its discretion to deduct from the Agreement price or
consideration, or otherwise recover, the full amount of such commission, percentage, and brokerage or
contingent fee. ’

Payment Withholds

{Applicable only iIf a final report is required by this Agreement. Not applicable to government enfities.)

Unless waived or otherwise stipulated in this Agreemeant, DHCS may, at its discretion, withnold 10 percent
(10%;) of the face amount of the t, 50 percen Eim 000 whic

. e

[ S H

greater, until DHCS receives a
requirements of this Agreement.

Performance Evaluation
{Not applicable to grant agreements )

DHCS may, at its discretion, evaluate the performance of the Contractor at the Cor‘ lusion of "h S Asrceme it

f performance is evaluated, the evaluation shall not be a public record and shall remain on file with DHCS
Negative performance evaluations may be considered by DHCS prior to making f ure contract awards.
~y ! -

bt}
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24.

25.

28.

27.

28.

S AT
HCS-Exhibit DF Y

Officials Not to Benefit

&

No members of or delegate of Congress or the Siate Legisiature shall be admitted to any share or part of this

ﬁ\g eament, or {0 any benefit that may arise therefrom. This provision shall not be consirued o extend to this
Agreement if made wiéh a corporation for its general “em” is.

Four-Digit Date Compliance

{Applicable to & formation Technology (iT) services are provided toc DHCS or if T

Contract

SErVicses te

calculate iat

leap yea NS warr m repre ewta’ ,
condition imit the generality of warrart; tion or*k essev!* re herein.

Prohibited Use of State Funds for Software
(Applicable to agreements in which computer software is used in performance of the work )

Contractor certifies that it has approopriaté systems and controls in place o ensure that state funds will not be
used in the per’or*r:mca of this Agreement for the ecq: ition, operation or maintenance of computer
software in violation of copyright laws.

Use of Small, Minority Owned and Women's Businesses
(Applicable to that portion of an agreement that

is federally funded and entered into with institutions of higher
education, hospitals, nowroﬁorganzao ¢r commercial

bu smesseb.)

Positive efforts shall be made to use small businesses, minority-owned firms and women's business
£ &l

enterprises, whenever possible (i.e., procurement of goods and/or services). Contractors shall take all of the
following steps to further this goal.

(1) Ensure that small businesses, minority-owned firms, and women's business enterprises are used (o the
fullest extent practicable

{2y Make information on forthcoming purchasing and cowf'actmg opportunities available and arran
frames for purchases and contracts to encourage and facilitate participation by sma

minority-owned firms, and women's business enterprises,

ider in the contract process whether firms corr:}ef‘ﬂg for larger contracts intend {o subcontract with
smalt b isinesses, minority-owned firms, and women's business enterprises.

Encou and women's

ége ”Q”*s"&(ﬁ» ng

Alien Ineligibility Certification
{Applicable to sole proprietors entering federally funded agreements )
By szgn ing this Agreement, the Contra

ctor
iocal benefits, as defined in Subtitie B of the Perscnal Responsibil
1601, el seq.)

certifies that he/she is not an alien that is ineligible for state and
ity and Work Cpportunity Act. (8 US.C.
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29.

30.

Union Organizing

O

reby acknowledges the Sover ”7‘-‘*“ de Section
Furthermore, Grantee, by signing this Agresmen .;ercny certsfzes

funds dishursed for a specific expenditure by this grant, to show those

o 1 b g ~bm £ P o~ —~ ~ ~ S B o 1 o
Grantes shall, where state funds are not designaled as described in b herein, aliocate, on a pro-rata
s b H by o ~F ot $ -~
basis, all disbursements that support the grant program

If Grantee makes expenditures o assisi, promole or deter union organizing, Grantes will maintair
su £t e s j itures, and that Grantee shall

Contract Uniformity (Fringe Benefit Allowability)

{Applicable only to nonprofit organizations.)

Pursuant to the provisions of Article 7 (commencing with Section 100525} of Chapter 3 of Part 1 of Division
101 of he Health and Safety Code, DHCS sets forth the following policies, procedures, and guidelines
regarding the reimbursement of fringe benefits.

]

o

D

I

As used herein fringe benefits shall mean an employment benefit given by one’s employer to an

employee in addition to one’s regular or normeal wages or salary.
As used herein, fringe benefits do not include:

{1y Compensation for personal services paid currently or accrued by the Contractor for services of
employees rendered during the term of this Agreement, which is identified as regular or normal
saleries and wages, annual leave, vacation, sick leave, haolidays, jury duty and/or military
leaveltraining.

} Director’s and executive commitiee member’s fees

)} Incentive awards and/or bonus incentive pay.

} Allowances for off-site pay.

y Location allowances.

) Hardship pay.

3 Cost-of-living differentials

Specific allowable fringe benefit

ntributions for the empl

{1} Fringe benefis in the form of em
£

,_(:}
O
Pl
WM
L4
[
e D
-

FICA, SUI SDi}, employes h a%iﬂ ol (e nea.%h dental and vii
worker's ccmpengat%oﬂ insurance, and the & r's Shafa c* pe

they are granied in accordance with establishe

Internal Revenue Service requirements.

To be an allowable fringe benefit, the cost must meet the following criteria;

1) Be necessary an f reasonable for the performance of the Agreement.

(2} Be determined in acco fdaﬂce with generally acc ec*ed accounting principles.
(3) Be consistent witf f

{
L
{

o syt i b
cies that apply uniformly fo all activities of the Contractor.

Contractor agrees that all fringe benefits sha
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31.

Earned/Accrued Compensation

(1) Compensation for vacation, sick leave and holidays is limited to that amount earped/accruad within
the agreem ﬁi term. Unused vacation, sick leave and holidays earned from periods prior to the
agreement term cannot be claimed as allowable cosis. Ses Provision f (3)(a) for an example.

(2) cation and sick leave comper nsation, wi hich %s
ta tme off may be carried over and claimed +
ment. Ho*ié”ys cannot be carried over from one agreemen
{b) for an example.
(3)

y ,

agreemen‘ '“e Cor‘ ractor dur ig a one-year budget period may only claim up fo thre wecks o"

vacation and twelve days of sck leave as act' ally used by t:e mo yec Arﬁo‘ms
nnin

earned/accrued in periods prior 1o the begi
(by Example No. 2:
If during a three-year (multiple vear) agreement, John Doe does not use his three weeks of
vacation in year one, or his three weeks in year ‘t‘vo but he does actually use nine weeks in year
three; the Contractor would be allowed to claim all nine weeks paid for in year three. The total
compensation over the three-year period cannot exceed 156 weeks (3 x 52 weeks).

{c) Example No. 3:

If during & single year agreement, John Doe works fifty weeks and used one week of vacation
and one week of sick leave and all my two weeks have been billed to DHCS, the remaining
unused two weeks of vacation and seven days of sick leave may not be claimed as an allowable
cost.

Suspension or Stop Work Notification

a.

o

DHCS may, at any time, issue & notice to suspend performance or stop work under thi S Agre eem ent.
initial notification may be a verbal or written directive issued by the and ng P”\c"a": sC g
Upon receipt o‘f said notice, the Contracior is to suspend and/or stop all, or any part, of the wo,fk alled
by this Agreement.

with directions as to what work (i
n «0 working days of the wefb

Written confirmation of the suspension or stop w
is to be swp r*i d and how 1o Qroceeb will ue pm“

The sus en*\o r stop Work no ;} tl further written notice is recsl ot
DHCS. The resumption of work { ' discretion and upon recsipt of written
Ci)ﬁféfrﬁau(}m
{1} Upon receipt of a suspension or stop work notification, the Contractor shall immediately comply with
its terms and take all reasonable st ps to minimize or halt the incurrence of cost aE locable to the
age.

s
performance covered by the notification during the period of work suspension or stopp

(2} Within 90 days of the issuance of a suspension or stop work notification, DHCS shall efther:
{(a) Cancel, extend, or modify the suspension or stop work notification; or
(b) Terminate the Agreement as provided for in the Cancellation / Termination clause of the
Agreement.
DF (2112; Page 21 of 26
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32.

(&3

o

pension or stop work notification issued under this clause is canceled or the period of suspension
or any extension thereof is modified or expires, the Contractor may resume work only upon written

concurrence of funding Progxam s Contract Manager
If the suspension or stog m"k m“cafm is cancelled anc the Agreement resumes, changes o the
s, and/or coniract terms resulting from the suspension or stop

nt to the Agreement.

work notification is not canceled and the Agresment is
1 entitled Canceliation / Terminati
op work notification in arrivi

profits because of any suspension or stop work

Lobbying Restrictions and Disclosure Certification

{Applicable to federally funded agreements in excess of $100,000 per Section 1352 of the 31, U.S.C))

-~
[«

b

Certification and Disclosure Requirements

{1) Each person {or recipient) who requests or receives a contract or agresment, subcontract, grant, or
subgrant, which is subject to Section 1352 of the 31, U.S.C., and which exceeds $100,000 at any tier,
shall file a certification (in the form set forth in A tachment 1, consisting of one page, entitled
“Certification Regarding Lobbying”) that the recipient has not made, and will not make, any payment
prohibited by Paragraph b of this provision.

(2) Each recipient shall file a disclosure (in the form sst forth in Attachment 2, entitled "Standard Form-
LLL ‘disclosure of Lobbying Activities™) if such recipient has made or has agreed to make any
payment using nonappropriated funds (to include profits from any covered federal action) in
cornection \ mh a contract, or grant or any extension or amendment of that contract, or grant, which
would be prohibited under Paragraph b of this provision if paid for with appropriated funds.

(3) Each recipient shall file & disclosure form at the end of each calendar quarter in which there occurs
any event that requires disclosure or that materially affect the accuracy of the information contained
in any disclosure form previously filed by such person under Paragraph a(2) herein. An event that
materially affects the accuracy of the information reported includes:

(a) A cumulalive increase of $25000 or more in the amount paid or expected to be paid f
influencing or attempting te influence a covered federal action;

by A change in the person{s) or individuals(s) influencing or attempting to influence a covered

mber(s) contactad for the purpose of influencing or

(4) Each per of
f“ 5 "Kr@w OF Ef’q
under a cont ora o
the next tier above.

{5) All disclosure forms (but not certif

ications) shall be forwarded from tier to tier untif received by the
person referred to in Paragraph a(1) of this provision. That person shall forward &ll disclosure forms

to DHCS Program Contract Manager.
Prohibition

expended by the
ay

S.C., provides in part that no as;;roa ated funds may
or any person for

at be
aﬁreﬂmert grant, loan, or osge“*‘xf agreement o p
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mf‘uencma or attempting to influence an officer or employes of

er or employee of Congress, or a

lowi ng covered federal actions: th

[ grant, the making of any
jon, continuation, renswal,
0an, or cooperative agreem

any agency, a Member of Congress, an
n emp’oyﬁe of a Member of Congress in connection with any of the

(‘)

off

Mh
=2

warding of any federal com“"‘i or agreement, the making of any
I'loan, entering into of any coope; tive aggaemem and the
ment,

OF msuz?;caiion of /“?/ ederal contract or agreement,

oty
D
(&N
CD
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Attachment 1
State of California
Department of Health Care Services

CERTIFICATION REGARDING LOBBYING
The undersigned certifies, to the best of his or her knowledge and belief, that:

{1y No Federal appropriated funds have been paid or will be paid, by or on behaif of the undersigned, 1o
any person for influencing or attempting to influence an officer or employee of an agency, a Member of
Congress, an officer or employee of Congress, or an employee of a Member of Congress in connection with the
making, awarding or entering into of this Federal contract, Federal grant, or cooperative agreement, and the
extension, continuation, renewal, amendment, or modification of this Federal confract, grant, or cooperative
agreement.

{2) If any funds other than Federal appropriated funds have been paid or will be paid to any person for
influencing or attempting to influence an officer or employee of any agency of the United States Government, a
Member of Congress, an officer or employee of Congress, or an employee of a Member of Congress in
connection with this Federal contract, grant, or cooperative agreement, the undersigned shall complete and
submit Standard Form LLL, “Disclosure of Lobbying Activities” in accordance with its instructions.

{3) The undersigned shall require that the language of this certification be included in the award
documents for all subawards at all tiers (including subcontractors, subgrants, and contracts under grants and
cooperative agreements) of $100,000 or more, and that all subrecipients shall certify and disclose accordingly.

This certification is a material representation of fact upon which reliance was placed when this transaction was
made or entered into. Submission of this certification is a prerequisite for making or entering into this
transaction imposed by Section 1352, Title 31, U.S.C., any person who fails to file the required certification shall
be subject to a civil penalty of not less than 510,000 and not more than $100,000 for each such failure.

El Dorado County Norma Santiago
Name of Contractor Printed Name of Person Si?ﬁg for Contracto

mawm
Contract/ Grant Number Signature of Person Signing for Coﬂ'ac*o
CD/ﬁ? 2 g Chair, County of El Dorado Board of
f/ Supervisors
Ze Title

-

After execution by or on behalf of Contractor, please return to:

California Department of Health Care Services
Safety Net Financing Division

County Based Medi-Cal Administrative Activities
1501 Capitol Avenue

PO Box 997436 MS 4603

Sacramento, CA 95888-743

DHCS reserves the right to nolifiy the contractor in writing of an alternate submission address.
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Attachment 2

CERTIFICATION REGARDING LOBBYING
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INSTRUCTIONS FOR COMPLETION OF SF-LLL, DISCLOSURE OF LOBBYING ACTIVITIES

Department of Health Care Services - Special Terms and Conditions

[P
@ [ O &
£ ;w R Mw
¥ -~ Lo B
o v (A3 >
b I [N .
© > = @ ﬁm
y Y Q& ;

® @ @

a w D =

e = il

5 i % (S8

s S ©

5 3

5] o O

£ @ 0

@ T

. 5

=]

88

i

o S

@ ,.

-

@©

ES

«

@

i

e

&

B

I8

I

A4y

o

.
@
u
©
£
& e O
- g
et WS
@ L)
=T
EE
S D
. e °
]
o R
£ B L
- o c o
& g 62
g coS 5
. ‘ 2 33
© R = o @
S} oo |53 o
e = 1
O < @ g Lo
& b =]
144 ¥ e ) uy
& 14 LIPS © = U oo
H I w6 L8
o [T e] = Q)
[ P ks =@ Do
£ = R &)
a3 [} @ O
[ AT
i 5 0e Y
ozl
w “ CC =
= E2 o35
k& e253o
=i
QEa= =
Pl o S G
GO E &
O 060
C g QR
m P 87
=& c W &
=
6L%5 2
Sy E @
RO RPN -
W O S G
)
> D ew
adc o=
E8 gy
w L Q
3=
. QLG
S W n OO0
I R )
£ ol 3
F5Ew8
C = c 6=
ey e o
7] . o0 ) o STv 9
et c 0.9
SRR
COELE @i




El Dorado County
14-80036

Exhibit E
Additional Provisions

1. Additional Incorporated Exhibits

A. The following documents and any subsequent u;}aaf{e
incorporated herein and mads a part hereof

:)

to fully comply with the directives in each sscumeﬁ*{ inco & herein
and each update thereto. These documents may be updated periodically by DHCS, as
required by program dirsctives or changes in law or policy. Unle Jise indicatad,
DHCS shall provide the Contractor with copies of said documents at or before the
agrecmeﬂt s presented to tha Caontractor for review, acceptance, and signature and will
require acknowledgement of receipt. Periodic updates to the below listed documents traa
are not electronically ace cSSzb‘a via the Int emef, an Extranet link or other mechanism will
be presented to the Contracior under separate cover and acknowledgament of receipt
will be required. DHCS will maintain on file, all documents referenced herein and any
subsequent updates.

1) Health Administrative Manual Section 6-1000.*

2) LQCa Government Agency {LGA) MAA Provider Manual.*

3) Policy & Procedure Letters.

43 MAA Time Survey for Employees Performing Medi-Cal
Administrative Activities and/or Targeted Case Management

5) Medi-Cal Administrative Activities Summary Invoice.”

6) Medi-Cal Administrative Activities Detailed Invoice.”

*View at www.dhcs.ca.gov/provgovoaryPages/CMAA . aspx

2. Amendment Process

Should either party, during the term of this agreement, desire a change or amendment to the
te ms of this agreement, such chang@s or amendments shall be proposed in writing to the

her party, who will respond in writing as to whether the proposed changes/amendments
are accepted or rejected. If accepted after r‘cggr.a‘”ons are concluded, the agread upon

changes shall be mads through the State’s official agreement amendment process. No
amendment will be considered binding on either party until it is formally approved by the
State

3. Cancelliation/Termination

A, This agreement may be cancelled or terminated without cause by either party by g mg
thirty (30) calendar days advance \M;Léeﬁ notice to the other pa y Such notification shall
state the effective date of termination or canceliation and include any final performance

and/or payment/invoicing instructions/requirements.

B. Upon receipt of a notice of termination or cancellation from DHCS, Contractor shall take
immediate steps fo stop performance and to cancel or reduce subsequent agreemeant

costis.
C. Contractor @na [ be entitled to payment for all allowable costs authorized under this
agreement, including authorized non- bameé le obligations incurred up to the date of

Page 10of5
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termination or cancellation, provided such expenses do not exceed the stated maximum
amounts payable.

4. Contractor Responsibilities

A
~

9

™

Q

Comply with 42 U.5.C., Section 1396 et seq., 42 fF
Part 400 et seq., and 45 CFR Part 95, California Welfare and E nsti
9, Part 3, Chapter 7 (commencing with Section 14000) and Chapt

Section 14200), and Title 22 California Code of Regulations CCR), sts on \3
(commencing with Section 50000), all as periodically amended; Sta e issued poli j
directives; and Federal Office of Managaement and Budget (OMB) Circular A-87, a
periodically amended.

o» (I

f the Contractor enters into contracts with other organizations to perform MAA in support
of the Contractor claiming administrative reimbursement, the Contractor shall have
available for State and/or Federal review, any contract to perform administrative
activities under the auspices of the Medi-Cal Program.

The Contractor is responsible for the acts or omissions of its employees and/or
subcontractors. Submission of a falsified Summary Invoice or Detailed Invoice by a
Contractor shall constitute a breach of contract. Submission of a Summary Invoice or
Detailed Invoice for which there is no supporting documentation by a Contractor may
constitute a breach of contract.

. The conviction of an employee or subcontractor of the Contractor, or of an employes of 2

subcontractor, of any felony or of a misdemeanor involving fraud, abuse of any Medi-Cal
applicant or beneficiary, or abuse of the Medi-Cal Program, shall result in the exclusion
of that employee or subcontractor, or employee of a subcontractor, from participation in
the Medi-Cal Administrative Claiming process. Failure of a Com actor to exclude a
convicted individual from participation in the Medi-Cal Administrative Claiming process
shall constitute a breach of contract

egardless of any SJuSv“uVﬂL order under Se
erson to withdraw his or her plea of guilty an
ide the verdict of guilty, or c smissi ng the

r cti
CV% allowi O d é:
enter a Qiea of n tgu iy, or setii

ng
accusation, information, or indictme

c:xciusion a fter conviction shall result

ena ! f";q a

ol g asi

nt.
Suspension or exclusion of an employee or subcontractor, or of an employee of a
subconiractor, from participation in the Medi-Cal Program, the Medicaid Program, or the
Medicare Program, shall result in the exclusion of that erﬁp.oyee or subconiractor, or
employee of a subcontractor, from participation in the Medi-Cal Administrative Claiming
process. Failure of a Contractor to exclude a suspended or excluded individual from
participation in the Medi-Cal Administrative Claiming process shall constitute a breach of
contract.

r‘?m—mﬁa*‘m suspension, or restriction of the license, certificale, or registrat

) of any
employee, subconiractor, or employee of a subcontractor, sha iresW nexduc onfro

Y

7
r
o
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the Medi-Cal Administrative Claiming proces
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5. State Responsibilities

A

6. Jo

A

Raview, app"av as appropriate, and DTOCGSQ Contractor claims for reimbursement of
the allowable actual cosis of providing administrative activities nacessary for the prope
and efficient arfm istration of the Medi Ca. Progra”n Reimbursement shall be mad
subsequent to the quarter for which a claim for MAA is made. Any claim that cannot be
approved shall be returned to the Contractor with a written explanation of the basis for
disapproval.

Provide the Contractor with a standardized format for the Summary Invoice, Detailed
Invoice and MAA Claiming Plan which will be disseminated through policy directives
issued by the State.

Review MAA Claiming Plan and amendment(s) to the MAA Claiming Plan. Any
amendment that cannot be approved shall be returned to the Contractor with a written
explanation of the basis for disapproval. Any amendment to the MAA Claiming Plan shall
not require a formal amendment to the agreement but may instead be effected via
written approval of the amended MAA Claiming Plan signed by DHCS.

Provide program monitoring and oversight including periodic site reviews for compliance
with State and federal requirements and regulations. DHCS will retain ultimate
responsibility for program oversight and policy interpretation.

Submit approved MAA Claiming Plans and amendments to the Centers for Medicare and
Medicaid Services (CMS) for review and approval if required.

f\“‘&e a ./c able to Co *ﬁract s, training and technical support on pf"@ er af‘r‘f inistrative
activit o be claimed, iden zﬂ,er‘g costs related to these activilies, and billing
gocedarm. Trainin mat rial Is to be daveloped by and/or approved by DHCS

< ”w

int Responsibilities

-
oy
D
(/)
(D

and the Corgér or hersby agree o \,{mp‘v with all applicable laws governing
the co dmtahv of client ﬁformauom for Medi-Cal clients served by the Contractor, or
Subcontrdmor, under thss agreement. Applicable laws include, but are not limited to, 42
U.S.C. Section 1396a(a)7, 42 CFR Section 431.300, 45 CFR Sections 160, 162, and
164, Welfare and Institutions Code, Section 14100.2, and 22 California Code of
Regulations, Section 51009,

e
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7. Audit
A This provision superssdes Provision #4, entitled "Audit” in General ms & Conditions

!GTC 610). View Exhibit C at the following Internet site:

v.dgs.ca.goviois/Resources/StandardContractiangu

%!
e
Q)

(2
@
W
o
o
>

Contractor agrees that the awarding department, the Department of General Services,
the Bureau of State Audits, or their designated representative, and employees of the
California Department of Justice, and the Un‘“d States Centers for Medicare and
Medicaid Services, shall have the right to review, access, examing, monitor, audit, and
o copy any records and supporting dooumcnf”‘ on pertaining to the performance of this
agresment. Contractor agrees to allow interviews of any employeses, or stafi of any
subcontractor, who might reasonably have information related to such records by either
state and/or federal authorities. Coniractor agrees to retain all necessary records for a
minimum period of three (3) years after the end of the quarter in which the expenditures
were incurred for MAA and, if an audit is in progress, all records relevant to the audit
shall be retained until the completion of the audit or the final resolution of all audit
exceptions, deferrals, and/or disallowances, whichever is later, and if litigation has been

itiated, all necessary records shall be retained until the final resolution of the litigation.
The records shall fully disclose the type and extent of administrative activities performed
by the appropriate staff. The Contractor shall furnish such documentation and any other
information regarding the performance of and payment for MAA, upon request, to the
state or federal government.

8. Definitions

A.

n

The following definitions are applicable to this Contract.

1) “CFDA number’ means the number assigned to a federal program in the Catalog of
Federal Domestic Assistance (CFDA).

N2
N

“Federal award” means fedsral financial assistance an
contracts that non-federal entities receive directly from
*Mfec Iy from pass-through entities. 1t does not include procdr”mw contracts,
under grants or contracts, used to buy goods or services from vendors.

d fedsral coswc “ﬂbd%c’ﬂ@ﬂf
federal awarding agencies or

4) “Federal program” means all federal awards to a non-federal entity assigned a single
number in the CDFA.

5) “Pass-through entity” mans a non-federal entity that provides a federal award to a
subrecipient to carry out a federal program.

6} “Recipient” means a non-federal entity that expends federal awards recelved directly
fr@m a federal awarding agency to carry out a feceral program.
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Subrecipient” means a non-federal entity that expends federal a;var*s received from

'Y

>

indivi

recipient of otherfedem wards directly from a federal awardi

pass-through entity to c@rry out a federal program, but does notinclude an

thatis efic u rogr ubrecipient als
dual thatis g bene of such a program. A subrec e*ma so be a
ge wcy. Guidance

i o 8

ng
inguishing between a subrecipient and a vendor is provided in OMB Circula

\/e"luO’ means a degler, dsz utor, m 'Ch”"‘ or other seller providing goods or

ces that are required for the cmddc:v f 2 federal program. Tnese goocs or
vices may be for an o'gar\ ization’s own use or for the use of beneficiaries of the

ral program. Additional guidance on disti nguéshmg between a vubrecm« nt and
ndor is provided on OMB Circular A-133.

The definitions in Provision 8, ltem A, shall be included in all of Contractor’'s contracts
with subrecipients and vendors.
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Instructions to Contractor:

With final invoice(s
&
8

submit one (1) original and one (1) copy. The original must bear the onginal signature of a person
authorized to bind th fitlonal co

s
oy may bear photocopied signaturas.

Submission of Final Invoice

Pursuant to confract number 14-80036 ntered into baetwesen the Depariment of Health Care Services (DHCS)

and the Contractor {identified below), tor doss acknowledge that final payment has been requestad via invoice
number(s} amount{s)of and dated

ifnecessary, snter "See Attached” in the appropriate biocks and aftach a list of invoice numbers, dollar amounts and invaice dates.

Y form. anc upon receipt of tf umbe (s} reference
her and d sc*‘arg@t e State, | fand from any and a
de whatsoever arising from the

Repayments Due to Audit Exceptions / Record Retention

By signing this form, Contractor acknowiedges that expenses authorized for reimbursement does not guarantee final allowability of
said expenses. Caontractor agrees that the amount of any sustained audit exceptions resulting from any subsequent audit made
after final payment will be refunded {o the State.

All expense and accounting records related to the abovs referenced contract must be maintained for audit purposes for no less than
three vears beyond the date of final payment, unless a longer term is stated in said contract.

Recycied Product Use Certification

By signing this form Contractor certifies under penalty of perjury that a minimum of 0% unless otherwise specified in writing of post
consumer material, as defined in the Public Contract Code Section 12200, in products, materials, goods, or supplies offered or sold
to the State regard ess of whather it mests the requirements of Public Contract Code Section 12209. Contractor specifies that
printer or duplication cartridges offered or sold to the State comply with the requirements of Section 12156(e).

Reminder to Return State Equipment/Property (If Applicable)
[Applies only if equipment was provided by DHCS or purchased with or reimbursed by contract funds)

N_,‘

ﬂ
g
[}
¥
(O]
s
(@]
[
Q.
(&}
3
|
:
83
Q
=
.
5

Unless DHCS has approved the continued use and possession of State equipment (as de
use sr“ connection with another DHCS agreement, Confractor agrees to promptly initiate am.
squipment to DHCS, at DHCS' expense, if said equipment has not passad its useful life expactancy as defined in the

(93
referenced contrach.

Patents / Other Issues

th any claims that are ”IC* S}Jeh fical Y
o £,

ove refere including, butnot
- :

ONLY SIGN AND DATE THIS DOCUMENT WHEN ATTACHING IT TO THE FINAL INVOICE

Contractor’s Legal Name (as on contract)’ El Dorado County

b]

ignee: ) Date:

e

Signature of Coniractor or Official De

€4

Printed Name/Title of Person Signing:

Distribution: Accounting {Original) Program
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. Recitals

A. This Contract (Agreement) %‘ac been determined to constitute a usiness associate relationship under
the Health Insurance Portability and Accountability Act of 19 Public Law 104-191 ("Hi Pr\fé\ ), the
Health Information T chnology for Ecr‘mfn ¢ and Clinical Health A , Public Law 111-005 ('the HITECH
Act"), 42 U.S.C. section 17921 et seq., d their implementing privacy and security r@gu%af!ms at 45
CFR Parts 160 and 164 ( ‘the HIPAA regulations™.

gre
ran

B. The Department of Hezalth Care Services ("DHCS") wishes to disclose to Business Associate certain
information purcumf to the terms of this Agreement, some of which may constitute Protected Health
Information ("PH!"), including protected health information in electronic media ("ePHI"), under federal
law, and peraona, information ("P1") under state law.

C. As set forth in this Agreement, Contractor, here and after, is the Business Associate of DHCS acting on
DHCS' behalf and provides services, arranges, performs or assists in the performance of functions or
activities on behalf of DHCS and creates, receives, maintains, transmits, uses or discloses PHI and Pl
DHCS and Business Associate are each a party to this Agreement and are collectively referred to as
the "parties.”

D. The purpose of this Addendum is to protect the privacy and security of the PHI and Pl that may be
created, received, maintained, transmitted, used or disclosed pursuant to this Agreement, and to
comply with certain standards and requirements of HIPAA, the HITECH Act and the HIPAA regulations,
including, but not limited fo, the requirement that DHCS must enter into a contract containing specific
requirements with Contractor prior to the disclosure of PHI to Contracior, as set forth in 45 CFR Parts
160 and 164 and the HITECH Act.

E. The terms used in this Addendum, but not otherwise defined, shall have the same meanings as those
terms have in the HIPAA regulations. Any reference to statutory or regulatory language shall be to
such language as in effect or as amended.

ll. Definitions
A. Breach shall have the mesaning given to such term under HIPAA, the HITECH Act, and the HIPAA
regulations.
B. Business Associate shall have the meaning given to such term under HIPAA, the HITECH Act, and the
HIPAA regulations
C. Covered Ent%iy shall have the meaning given to such term under HIPAA, the HITECH Act, and the
HIPAA regulations.

D, Electronic Health Record shall have the m@aﬂ'ﬂg given to such term in the HITECH Act, including, but
not limited to, 42 U.S.C Section 17921 and implementing regulations.

E. Electronic Protected Health Information (ePHI) means individu aiéy identifiable health information
transmitted by electronic media or maintained in electronic media, including but not limited to electronic
media as set forth under 45 CFR section 160.103.

Individually Ident g? able Health Information means health information, including demographic information
collected from an individual, that is created or received by a health care provider, health plan, employer
or health care clear nghwse, and relates to the past, present or future physical or mental health or

Tl
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condition of an individual, the provision of hezalth care to an individual, or the past, present, or future
nayment for the provision of health care to an individual, that identifies the individua! or where there is a
reascnable basis to believe the information can be used to identify the individual, as set forth under 45

CFR section 160.103.

Privacy Rule shall mean the HIPAA Regqulation that is found at 45 CRF Parts 160 and 164.
Personal Information shall have the meaning given to such term in California Civil Code section
1798.29

Protected Health Information means individually identifiable health information that is transmitted by
electronic media, maintained in electronic media, or is transmitted or maintain ed in any other form or
medium, as set forth under 45 CFR section 160.103.

Required by law, as set forth under 45 CFR section 164.103, means a mandate contained in law that
compels an entity to make a use or disclosure of PHI that is enforceable in a court of law. This
includes, but is not limited to, court orders and court-ordered warrants, subpoenas or summons issued
by a court, grand jury, a governmental or tribal inspector general, or an administrative body authorized
to require the production of information, and a civil or an authorized investigative demand. It also
includes Medicare conditions of participation with respect to health care providers participating in the
program, and statutes or regulations that require the production of information, including statutes or
regulations that require such information if payment is sought under a government program providing
public benefits.

Secretary means the Secretary of the U.S. Depariment of Health and Human Services ("HHS") or the
Secretary's designee.

Security Incident means the attempted or successful unauthorized access, use, disclosure,
modification, or destruction of PHI or PI, or confidential data that is essential to the ongoing operation of
the Business Associate’s organization and intended for internal use; or interference with system
operations in an information system.

Security Rule shall mean the HIPAA regulation that is found at 45 CFR Parts 160 and 164,
Unsecured PHI shall have the meaning given to such term under the HITECH Act, 42 U.S.C. section
17932(h), any guidance issued pursuant to such Act and the HIPAA regulations.

Hi. Terms of Agreement

DHCS

A. Permitted Uses and Disclosures of PHI by Business Associate

Permitted Uses and Disclosures. Except as otherwise %nd’cai I in this Addendum, Business
Associate may use or disclose PHI only to perform functions, activities or services spf—‘cfed in this
Agreement, for, or on behalf of DHCS, provided that such use or d;SCfOSU!’e would not violate the
HIPAA regulations, if done by DHCS. Any such use or disclosure must, to the extcnt practicable, be
fimited to the limited data set, as defined in 45 CFR section 164.514(e)(2), or, if needed, to the
minimum necessary to accomplish the intended purpose of su ch us :‘—3 or di SC}OSJFG in compliance with
the HITECH Act and any gui dance issued pursuant to such Act, and the HIPAA regulations.

1. Specific Use and Disclosure Provisions. Except as Qtrv vise indicated in this Addendum,

Business Associate may:

HIPAA BAA /11
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a. Use and disclose for management and administration. Use and disclose PHI for the proper
management awd administration of the Business Asscciale provided that such disclosures are
required by law, or the Business Associate obtains reasonable assurances from the person to
whom the m‘oma ion is disclosed that it will remain confidential and will be used or further
disclosed only as rcqu ired by law or for *hc purpose fO{ which it was disclosed to the person,
and the person notifies the Business Associate of any instances of which it is aware that the

canfidenti Q’s?y of ﬁm— information has besan breachad

6. Provision of Data Aggregat:on Services. Uss PHI to provide data ag grcgaton services to
DHCS. Data aqgrega jon means the combining of PHI created or received by the Business
Associate on behalf of DHCS with PHI received by tm Business Associate in its capacity as the
Business Associate of another coversed entity, to permit data analyses that relate to the health
care operations of DHCS.

B. Prohibited Uses and Disclosures

A

Business Assaociate shall not disclose PHI about an individual to a health plan for payment or health
care operations purposes If the PHI pertains solely to a health care item or service for which the
health care provider involved has been paid out of pocket in full and the individual requests such
restriction, in accordance with 42 U.S.C. section 17935(a) and 45 CFR section 164.522(a).

Business Associate shall not directly or indirectly receive remuneration in exchange for PHI, except
with the prior written consent of DHCS and as permitted by 42 U.S.C. section 17935(d}(2).

C. Responsibilities of Business Associate

Business Associate agrees:

)

DHCS HIPAA

Nondisclosure. Not to use or disclose Protected Health Information (PHI) other than as permitted
or required by this Agreement or as required by law.

Safeguards. Toimplement admmzsxat‘ve physical, and technical afeguards that reasonably and
appropriately protect the confidentiality, integrity, and availability of the PHI, including electronic
PHI, that it crea ies receives, maintains, uses or transmiis on behalf of DHCS, In co nliance wiz.h
45 CFR sections 184.308, 164 310 and 164.312, and to prevent use or disclosure of PHI other than
as Grawj@s for o,/ m s Agreemaeant, Bu;new Associate shall implement reasonable and appropriate
policies and proce edures to comply with the standards, mg‘eﬂaﬁ‘ai‘m specificatio r}s a G other
requirements of 45 CFR section 164, subpart C, in a@fm%an&:e with 45 CFR secli 3%&3

1
all develop and maintain a written information privacy and sec p
' [

Bu> iness Associate sh rog

hiat includes administrative, technical and physical a“cgumde appropriate 1o the size am‘
complexity of the Business Assoc%aie’s operations and the nature and scope of ts activities, al nd
which ncor, rates the requirements of section 3, Security, below. Business Associate will provide

DHCS with its current and updated policies.

Security. To take any and all steps necessary to ensure the continuous security of all
computerized data systems conlaining PHI and/or Pl aﬂd to protect paper documents containing
PHI and/or Pl. These steps shall include, at a minimum

a. Complying with all of tb data system security precautions listed in Attachment A, the Business

Associate Data Security Requirements;

£y

BA
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v
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b Achisving and m ce with the HIPAA Security Rule (45 CFR Perts 180 and
164), as necessary | erations on behalf of DHCS under this Agreement

c. Providing a level that is at least ccmgas’abie to the level and scope of
ish

security establi . , Janagement and Budget in OMB C‘rcuiar No. A-130,
Appendix il - Security leral Automated Information Systems, which sets forth guidslines
for automated infor ; i eral agencies; and

d. In case of & flict between any of the security standards contained in any of f%*ese

enumerated sources of security standards, the most stringent shall apply. The most stringent
means that safeguard which provides the highest level of protection to PHI from unauthorized
disclosure. Further, Business Associate must comply with changes to these standards that
occur after the effective date of this Agreement.

Business Associate shall designate a Security Officer to ovarsee its data security program who shall be
responsible for carrying out the requirements of this section and for communicating on security
matters with DHCS.

D. Mitigation of Harmful Effects. To mitigate, to the extent practicable, any harmful effect that is known
to Business Associate of a use or disclosure of PHI by Business Associate or its subcontractors in
violation of the requirements of this Addendum.

E. Business Associate’s Agents and Subcontractors.

1. To enter into written agreements with any agents, including subconfractors and vendors, to whom
Business Associate provides PHI or Pl received from or created or received by Business Associate
on behalf of DHCS, that impose the same restrictions and conditions on such agents
subcontractors and vendors that apply to Business Associate with respect to such PHI and Pl uwder
this Addendum, and that comply with all applicable provisions of HIPAA, the HITECH Act and the
HIPAA regulations, including the requirement that any agents, subcontractors or vendors implement
reasonable and appropriate administrative, physical, and technical safeguards fo protect such PHI
and Pl. Business Associate shall incorporate, when applicable, the relevant provisions of this
Addendum into each subcontract or subaward to such agents, subcontractors and vendors,
including the requirement that any security incidents or breaches of unsecured PHI or Pl be
reported to Business Associate.

H

s knowledge of a
ess Associate and

A}

acce ordanue with 45 CFR section
material breach or violation by ifs ,
he subcontractor, Business Associate sh

fn i1}, upon Business Associate’
n

e agreement between Busi

a. Provide an opportunity for the subcontractor to cure the breach or end the violation and
terminate the agreement if the subcontractor does not cure the breach or end the viclation
within the time specified by DHCS; or

0. Immediately terminate the agreement if the subcontractor has breached a material term of the
agreement and cure is not possibie.
F. Availability of Information to DHCS and Individuals. To provide access and information:
1. To provide access as DHCS may require, and in the time and manner designa y DHCS (upon

reasonable notice and during Business Associ ié s normal business hours) to F’H ”’i a Des,gnateu
Record Set, to DHCS (or, as directed by DHCS), to an Individual, in accordance with 45 CFR

DHCS HIPAA BAA 3/11



El Dorado County

14-90036
Page 50f 14

Exhibit G
HIPAA Business Associate Addendum

.

section 164.524. Designated Record Set means the group of records maintain r DHCS

includes medical, dental and billing records about indiv du enro%irwnf paymeni claims

adjudication, and case or medical management systems ed for DHCS heal p%ans: or
se

c
records used to make decisions about individuals on bﬁha-r of DHCS. Business Associat
shall use the forms and processes developed by DHCS for this purpose and shall respond

‘ o

(&N

e

reques rds transmitted by DHCS within fifteen (15) calendar days of receipt of
) h
the request by producing the records or verifying that there are none.

[N

If Business Associate maintains an Electronic Health Record with PHI, and an individual requests a
copy of such information in an e, ctronic format, Business Associate n all provide such information
in an electronic format to enable DHCS to fulfill its obligations under the HITECH Act, including but
not limited to, 42 U.5.C. section 17933{5}.

-

If Business Associate receives data from DHCS that was provided to DHCS by the Social Secu’tv
Administration, upon request by DHCS, Business Associate shall provide DHCS with a list of all
employees, contractors and agents who have access to the Social Security data, including
employees, contractors and agents of its subcontractors and agents.

SN

. Amendment of PHI. To make any amendment(s) to PHI that DHCS directs or agrees to pursuant to

45 CFR section 164.526, in the time and manner designated by DHCS.

Internal Practices. To make Business Associate’s internal practices, books and records relating to the
use and disclosure of PHI received from DHCS, or created or received by Business Associate on behalf
of DHCS, available to DHCS or to the Secrstary of the U.S. Department of Health and Human Services
in a time and manner designated by DHCS or by the Secretary, for purposes of determining DHCS’
compliance with the HIPAA regulations. If any information needed for this purpose is in the exclusive
possession of any other entity or person and the other entity or person fails or refuses to furnish the
information to Business Associate, Business Associate shall so certify to DHCS and shall set forth the
efforts it made {o obtain the information.

Documentation of Disclosures. To document and make available to DHCS or {at the direction of
DHCS) to an Individual such disclosures of PHI, and in on“a*‘ jon related to such disclosures, n%e:sery

to respond to a propser request by the suogect Individual for an accounting of disclosures of PHI, in
accordance with the HiTECH Act and its implementing re ﬂuiation , including but not limited to 45 CCR
section 164.528 and 42 U.S.C. seclion 17935(c).  If Business Associate maintains electronic health

~ (

>

records for DHCS as of Janu

L/
ar 3 2363 Busé:‘aess Associale must provide an accounting of
disclosures, including those disclos ]
/1,

y 1
res for treatment, payment or healtt

Ut h care operations, &
disclosures on or “?’ger January 1, 20 f-fi If Business Associate acqu res electronic health records for
DHCS af ?er January 1, 2009, BLS ness nting of disclosures, including

Associate must provide an acco
those disclosures for ?ea tment, payment or health care operations, e
after the satﬁ Es e electronic health recor d is acquired, or on or after Ja
later. The electronic accounting of disclosures shall be for dis %ovure d ri g the ﬂ"reﬁ yea
the request for an accounting.
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Breaches and Security Incidents. During the tarm of this Agreement, Business Associate a greas io
implement reasonable systems for the discovery and prompt reporting of any breach or securily
incident, and to take the following steps:

1. Notice to DHCS. (1) To notify DHCS immeéiateiy by teiephone cail plus email or fax upon the
discovery of a breach of unsecured PHl or Pl in c%ef:arcn;c media or in any other media f the PHl or
Pl was, or is reasonably belisved to have been, accessed or acquired by an mauhnrzed person,

DHCS HIFPAA BAA 3711
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Notice shall be provided to the DHCS Program Contract Manager, the DHCS Privacy Officer and
the DHCS In orr“a‘on Security Officer. If the incident occurs afte rbu siness hours or on a wee ken

or noliday and involves electronic PH% notice shall be provided by calling the DHCS ITSD Service

Desk. Notice shall be made using the "DHCS Privacy Incident Report” form, including all
nformation known at the time. Business Associate shall use the most current version of this form,
which is posted on the DHCS Privacy Office website (www.dhcs.ca.gov, then select “Privacy” in the
left column and then “Business Use® near the middle of the page) or use this link
http://www.dhcs.ca.gov/formsandpubs/laws/priv/iPages/DHCSBusinessAssociatesOnly.asox

(e}

Upon discovery of a breach or suspected security incident, intrusion or unauthorized access, use or
disclosure of PHI or Pl, Business Associate shall take:

a. Prompt corrective action to mitigate any risks or damages involved with the breach and to
protect the operating environment; and

b. Any action pertaining to such unauthorized disclosure required by applicable Federal and State
laws and regulations.

Investigation and Investigation Report To immediately investigate such security incident,
breach, or unauthorized access, use or disclosure of PHI or Pl Within 72 hours of the discovery,
Business Associate shall submit an updated "DHCS Privacy Incident Report” containing the
information marked with an asterisk and all other applicable information listed on the form, to the
extent known at that time, to the DHCS Program Contract Manager, the DHCS Privacy Officer, and
the DHCS Information Security Officer:

Complete Report To provide a complete report of the 'ﬂv ga tion to the DHCS Program
at

vc;m’afx gﬂﬂragcf the DHCS Privacy Officer, and the DHCS Information Qecwizy Officer within ten
(10) working days of the discovery of me breach or unauthorize d use or disclosure. The report shall
be submitied on the “DHCS Privacy Incident Report” form and shall include an assessment of all

known factors relevant to a determination of whether a breach occurred under applicable @m,f ons
of HIPAA, the HITECH Act, the HIPAA regulations and/or state law. The report shall also include a
full, detailed corrective action plan, including information on measures that were faken to hait aﬁd for
contain the improper use or di sclosure. If DHCS requests information in addition fo that listed on
the "DHCS Privacy incident Report” form, Business Asscciate shall make reasonable efforts to
provide DHCS with such information. If necessary, a Supplemental Report may be used to submit
revised or additional information after the completed report is submitted, by submitting the revised
or additional information on an upda*ad ‘*DHCS Privacy Incident Report” form. DHCS will review
and approve the determination of whether a breach occurred and individual nofifications are
required, and the corrective action plan

Notification of Individuals. |f the cause of a breach of PHI or Pl is attributable to Business
Associate or its subcontractors, agvrts or vendors, Business mscocsatﬂ shall notify individuals of the
breach or unauthorized use or disclosure when notification is required under state or federal law

P44
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Responsibility for Reporﬁng fBreaches [f the cause of a breach of PHl or Plis atiributable to
Business Associate or its agents, subcontractors or vendors, Business Associate is responsible for
all required reporting of the breach as specified in 42 U.S.C. section 17932 and its implementing
rcguia lons, including notification to media outlets and to the Secretary. If a breach of msecured
PHI involves more than 500 residents of the State of California or its jurisdiction, Busines
Associate shall notify the Secretary of tbe breach immedi fe!y upon discovery of the breach. If
Business Associate has reason to belisve that duplicate reporting of the same breach or incident
may occur because its subcontraciors, agents or vendors may report the breach or incident to
DHCS in addition to Business Asscciate, Business Associate shall notify DHCS, and DHCS and
Business Associate may take appropriate action to prevent duplicate reporting. The breach
reporting requirements of this paragraph are in addition to the reporting requirements set forth in
subsection 1, above.

DHCS Contact Information. To direct communications to the above referenced DHCS staff, the
Contractor shall initiate contact as indicated herein. DHCS reserves the right to make changes to
the contact information below by giving written notice to the Contractor. Said changes shall not
require an amendment to this Addendum or the Agresment 1o which it is incorporated.

DHCS Program
. Contract Manager

. DHCS Privacy Officer | DHCS Information Security Officer

See the Scope of Work

| exhibit for Program
- Confract Manager

| Privacy Officer
/o: Office of HIPAA Compliance
- Department of Health Care Services

| Information Security Officer
- DHCS Information Security Office
| P.O. Box 997413, MS 6400

infarmation  P.O.Box 997413, MS 4722 . Sacramento, CA 95899-7413
Sacramento, CA 95858-7413
Email: privacvofficer@dnes.ca.gov
Telephone: (918 445-4648
Fax: (9186) 440-7680
BAA 311
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Termination ongrevmenf In accordance with Section 13404(b) of the HITECH Act and to the extent
required by the HIPAA reg) tonsﬁ if Business Associate knows of a material breach or violation by
DHCS of this Addendum, It shall take the following steps
1. Provide opportunity for DHCS to cure the breach or end the violation and terminate the

Agreemen f DHCS does not cure the breach or end the vicla tOn within the time specified by

Businass Assecaate or

2. Immediately terminate the Agreement if DHCS has breached a material term of the Addendum and
cure is not possible.

Due Diligence. Business Associate shall exercise due diligence and shall take reasonable steps to
ensure that it remains in compliance with thés Addendum and is in compliance with applicable
provisions of HIPAA, tf*e HITECH Act and the HIPAA ulations, and that its ag gents, subcontractors

regu
and vendors are in compliance with their obligations as required by this Addendum.

Sanctions and/or Penalties. Business Associate understands that a failure to comply with the
provisions of HIPAA, the HITECH Act and the HIPAA regulations that are applicable to Business
Associate may result in the imposition of sanctions and/or penalties on Business Associate under
HIPAA, the HITECH Act and the HIPAA regulations.

IV. Obligations of DHCS

DHCS agrees to:

A.

Notice of Privacy Practices. Provide Business Associate with the Notice of Privacy Practices that
DHCS produces in accordance with 45 CFR seaction 164.520, as well as any changes 10 such notice
Visit the DHCS Privacy Office to view the most current Notice of Privacy Practices at:
hitp://lwww.dhcs.ca.gov/formsandoubs/laws/priv/iPages/default.aspx  or the DHCS website &t
www.dhcs.ca.gov (select “Privacy in the left column and “Notice of Privacy Practices” on the right side
of the page).

Permission by Individuals for Use and Disclosure of PHI. Provide the Business Associate with any
changes in, or revocation of, permission by an Individual 1o use or disclose PHI, if such changes affsect
the Business Associate’s permitted or mqurcd uses and disclosurss.

Notification of Restrictions. Notify the Business Associate of any restriction ; discl
of PHI that DHCS has agreed to in accordance with 45 CFR section 164.522, to the extent that such
astriciion may affect the Business Assaciale’s use or disclosure of PHIL

¢

Reguests Confiicting with HIPAA Rules. Not @‘wquesé the Business Assocciate to use or disclose Pril
in any manner that would not be permissible under the HIPAA regulations if don

o

o
<

-
I
)
)

V. Audits, Inspection and Enforcement

A.

From time fo time, DHCS may inspect the facilities, systems, books and records of Business Associate
to monitor compfiame with this Agfeﬂn‘em‘ and this Addendum. Business Associate shall promptly
remedy any v?O ation of any provision of this f’%f‘*&e dum and shall certify the same to the DHCS Privacy
Officer in writing. The fact that DHCS inspects, or fails to ins ;:; ct, or has the right to mpm t, Business
Associate’s facilities, systems and yrobeﬁures does not relieve Business Assoma te of its responsibility
to comply with this Addendum, nor does DHCS™
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1. Failure to detect or
2. Detection, but failure to notify Business Associate or require Business Associate’s remediation of
isf

any unsaiisfactory practices constitute acceptance of such practice or a walver of DHCS
enfarcement rights under this Agreement and this Addendum.

B the subject of an audit, compliance review, or complaint
vil Rights, U.S. Department of Haalth and Human Services, that is related
igations pursuant to this HIPAA Business Associate Addendum, Business
S and provide DHCS with a copy of any PHI or Pl that Business Associate

r the Office of Civil Rights conr‘urrani?y with providing such PHI or Pl to the
ciate is respons“e for any civil penalties assessed due to an audit or
Acsacza‘e) in accordance with 42 U.S.C. section 17934(c).

5
(1)

VI. Termination

A. Term. The Term of this Addendum shall commence as of the effective date of this Addendum and
shall extend beyond the termination of the contract and shall terminate when all the PHI provided by
DHCS to Business Associate, or created or received by Business Associate on behalf of DHCS, is
destroyed or returned to DHCS, in accordance with 45 CFR 164.504(e)(2)(ii)(1).

B. Termination for Cause. In accordance with 45 CFR section 164.504(e)(1)(ii), upon DHCS’ knowledge
of a material breach or violation of this Addendum by Business Associate, DHCS shall:

1. Provide an opportunity for Business Associate to cure the breach or end the viclation and terminate
this Agreement if Business Associale does not cure the breach or end the violation within the time
specified by DHCS; or

2. Immediately terminate this Agreement if Business Associate has breached a material term of this
Addendum and cure is not possible.

C. Judicial or Administrative Proceedings. Business Associate will notify DHCS if it is named as a
defendant in a criminal proceeding for a viclation of HIPAA. DHCS may terminate this Agreement if
Business Associate is found guilty of a criminal violation of HIPAA. DHCS may terminate this
Agreement if a finding or &gpu%ato that the Business Associate has violated any standard or
requirement of HIPAA, or other security or privacy laws is made in any administrative or civil

4

proceeding in which the Bqaxne% Associate is a party or has been joined.

D. Effect of Termination. Upcon termination or expiration of this Agreement for any reason, Business
Associate shall return or dest r@g af§ PHI received from DHCS {or created or received by Business
Associate on behalf of DHCS) that Business Associate still maintains in any form, and shall retain no
copies of such PHI. If return or destruction is not feasible, Business Associate shall notify DHCS of the
conditions that make the return or destruction infeasible, and DHCS and Business Associate shall
determine the terms and conditions under which Business Associate may retain the PHL Bus ness
Associate shall continue to extend the profections of this Addendum to such PHI, and shall limit further
use of such PHI {o those purposes that make the return or destruction of such PHI infeasi b%ek This
provision shall apply to PHI that is in the possession of subcontractors or agents of Business Associate.

P

Vil. Miscellaneous Provisions

A. Disclaimer. DHCS makes no warranty or representation that compliance by Business Associate with
this Addendum, HIPAA or the HIPAA regulations will be adequate or satisfactory for Business

DHCS HIPAA BAA 3/11
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Associaie’'s own purposes or that any informat
fransmitied or received by Business Asso
Business Associalie is solely responsible

B. Amendmﬂnt The parties acknowledge ¢
~r nidly evolving and tha

~ . araor
:‘;s\; Ml v:l ya@ au‘\.zu [SAY%e an&.‘j

procedurss 1o ensure compliance with such de o}
action as is necessary to | mman%m the standards & f , U L,
HEPAA regulations and other applicable laws relating to the security or privacy of PHI. Upon DHCS'
request, Business Associate agrees to promptly enter into negotiations with DHCS concerning ar
amendment to this Addendum embodying written assurances consistent with the standards and
requirements of HIPAA, the HITECH Act, the HIPAA regulations or other applicable laws. DHCS may
terminate this Agreement upon thirty (30) days written notice in the event

x
Q
e L0
o
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1. Business Associate does not promptly enter into negotiations to amend this Addendum when
requested by DHCS pursuant to this Section; or

2. Business Associate does not enter into an amendment providing assurances regarding the
safeguarding of PHI that DHCS in its sole discretion, deems sufficient to satisfy the standards and
requirements of HIPAA and the HIPAA regulations.

C. Assistance in Litigation or Administrative Proceedings. Business Associate shall make itself and
any subcontractors, employees or agents assisting Business Associate in the performance of its
obligations under this Agreement, avall abia to DHCS at no cost to DHCS to testify as witnesses, or
otherwise, in the event of litigation or administrative proceedings being commenced agamm DHCS, its
directors, officers or employees based upon ciaimed viclation of HIPAA, the HIPAA regulations or other
laws relating to security and privacy, which involves inactions or actions by the Business Associate,
except where Business Associate or its subcontractor, employee or agent is a named adverse party.

D. No Third-Party Beneficiaries. Nothing express or implied in the terms and conditions of this
Addendum is intended to confer, nor shall anything herein confer, upon any person other than DHCS or
Business Associate and their respective successors or assignees, any rights, remedies, obligations or
liabilities whatsoever.

E. Interpretation. The terms and condifions in this Addendum shall be interpreted as broadly as
necessary to implemant and comply with HIPAA, the TECri Act, the HIPAA regulations and
applicable state laws. The parlies agree ithat any ambigu ‘{/ n the terms and conditions of this
Addendum shall be resolved in favor of a2 meaning that complies and is consistent with HIPAA, the
HITECH Act and the HIPAA regulations.

F. Regulatory References. A reference in the terms and conditions of this Addendum to a section in the
HIPAA regulations means the section as in effect or as amended

G. Survival. The respective rights and obligations of Business Associate under Section VI.D of this
Addendum shall survive the termination or expiration of this Agreement.

walver or discharge of any liability or ’a g ation hereunder on

Uil

ing or other

H. No Waiver of Obligations. No change, ]
any one or more occasions shall be deemed a waiver of performance of any contin
obligation, or shall prohibit enforcement of any obligation, on any other owaséon.

DHCS HIPAA BAA 3/11



El Dorado County
14-90038
Page 11 of 14
Exhibit G
HIPAA Business Associate Addendum

o
@
-5
[
o}
=)
po
o
O
o)
3
-y
“
o

A
.

{l.

A.

(o]
<
(48}
1]

s‘O%"
Kf@r{:ﬁ
n, indz cating
ffications must

@

3

<3

)

[}

e
Ty @

e

o
[

y and S‘\:PUz ty fraini
cn the training was com
owing contract termin !a’zzon.

3

®
=

)

)]

o

or
(43}

Employee Discipline. Appropriate sanctions must be applied against workforce members who fail
to comply with privacy policies and procedures or any provisions of these requirements, including
termination of employment where appropriate.

Confidentiality Statement. All persons that will be working with DHCS PHI or Pl must sign a
confidentiality statement that includes, at a minimum, General Use, Security and Privacy
Safeguards, Unacceptable Use, and Enforcement Policies. The statement must be signed by the
workfarce member prior to access to DHCS PHI or Pl. The statement must be renewed annually.
The Contractor shall retain each person’s written confidentiality statement for DHCS inspection for a

period of six (8) years following contract termination.

Background Check. Before a member of the workforce may access DHCS PHI or PI, a thorough
background check of that worker must be conducted, with evaluation of the results to assure that
there is no indication that the worker may present a risk to the security or integrity of confidential
data or a risk for theft or misuse of confidential data. The Contractor shall retain each workforce
membcrs background check documentation for a period of three (3) years following contract
terminatio

Technical Security Controls

Workstation/Laptop encryption. All works
PHI or Pl must be encrypted using a FIPS 1

as Advanced Encryption Standard (AES) T
approved by the DHCS information Security Offic

ing unencrypted DHCS PHI
[ controls in place to protect that

Server Security. Servers contain
administrative, physical, and technica
assessmentsystem securily review,

Minimum Necessary. Only the minimum necessary amount of DHCS PHI or Pl required to perform
necessary business functions may be copied, downloaded, or exported.

Removable media devices. All electronic files that contain D ICS PHI or Pl data must be
encrypted when stored on any removable media or portable device (i.e. USB thumb drives, floppies,
CDIbVD, Backavmf backup tapes etc.). Encryption must be a 5?‘ 140-2 certified algorithm

which is 128bit or higher, such as AES.



@

El Dorado County
14-90036
Page 12 of 14
Exhibit G
HIPAA Business Associate Addendum

Antivirus software. All workstations, laptops and other sys terﬂs that process and/or store DHCS
PHI or Pl must rsta‘f and actively use comprehensive anti-virus software solution with automatic
updates scheduled at least daily.

Patch Management. All workstations, laptops and
PHI or Pl must have critical QC_\."H!‘!’\,/ nat frheg agpgggﬁf h cuq’ram rch@n* %‘ )
e

be a documented patch management process which determin n:ta‘iaiii.. )
p

risk a&secsmeﬂ* and vendor recommendations. At 2 maximum, all applica

installed within 30 days of vendor release.
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User IDs and Password Controls. All users must be issued & unique user name for accessing
DHCS PHI or Pl Username must be promplly disabled, deleted, or the password changed upon
the transfer or termination of an employee with knowledge of the password, at maximum within 24
hours. Passwords are not to be shared. Passwords must be at least eight characters and must bs
a non-dictionary word. Passwords must not be stored in readable format on the computer.
Passwords must be changed every 90 days, preferably every 60 days. Passwords must be
changed if revealed or compromised. Passwords must be composed of characters from at least
three of the following four groups from the standard keyboard:

« Upper case letters (A-Z)

« Lower case letters (a-z)

« Arabic numerals (0-9)

« Non-alphanumeric characters (punctuation symbols)

Data Destruction. \When no longer needed, all DHCS PHI or Pl must be wiped using the Gutmann
or US Department of Defense (DoD) 5220.22-M (7 Pass) standard, or by degaussing. Media may
also be physically destroyed in accordance with NIST Special Publication 800-88. Other methods
require prior written permission of the DHCS Information Security Office.

System Timeout. The system providing access to DHCS PHI or Pl must provide an automatic
timeout, requiring re-authentication of the user session after no more than 20 minutes of inactivity.

Warning Banners. All systems providing access to DHCS PHI or Pl must display a warning
banner stating thal data is confidential, systems are logged, and system use is s‘or business
purposses only by authorized users. User must be directed 1o log off the sysiem if they do notf agree

with these requiremenis,

Sys:em Logging. The system must maintain an automated audit ?F”‘i ‘:::hun can %dentii the user

r system process which %néééateg a request for DHCS PHI or PI, or which alters DHCS PHI or PL
T?*e audit trail must be date and time stamped, must log both successfu ,% and failed accesses, must
be read Qni,f and must be restricted o authorized users. [f DHCS PHI or Pl is siored in &
database, database lo ggmg functionality must be enabled. Audit frail data must be ar\,h ed for at
least 3 ,fe s after occurrence.

Access Controls. The system providing access fo DHCS PHI or Pl must use role based access
controls for all user authentications, enforcing the principle o
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M. Transmission encryption. All data transmissions of DHCS PHI or Pl outside the secure internal
network must be encrypted using a FIPS 140-2 certified algorithm which is 128b torhi gner such as
AES. Encryption can be end {0 end at the netwaork level, or the data files com‘a ining P n be

n&

encrypted. This requirement pertains to any typs of PHI: TDI 1 motion such as website access, fils
fransfer, and E-Mail

olding, transporting, and protecting DHCS

N. Intrusion Detection. All systems Envci\f@di accessing, ans
protected by a comprehensive intrusion

PH! or Pi that are accessible via the !mxr f must b
stection and prevention sol ftm.

@ -

1. Audit Controls

A. System Security Review. Al systems processing and/or storing DHCS PHI or Pl must have at
least an annual system risk assessment/security review which provides assurance that
administrative, physical, and technical controls are functioning effectively and providing adequate
levels of protection. Reviews should include vulnerability scanning tools.

B. Log Reviews. All systems processing and/or storing DHCS PHI or Pl must have a routins
procedure in place to review system logs for unauthorized access.

C. Change Control. All systems processing and/or storing DHCS PHI or Pl must have a documented
change control procedure that ensures separation of duties and protects the confidentiality, integrity
and availability of data.

IV. Business Continuity / Disaster Recovery Controls

A. Emergency Mode Operation Plan. Contractor must establish a documented plan to enable
continuation of critical business processes and protection of the security of electronic DHCS PH| or
Plin ’(hm event of an emergency. Emergency means any circumstance or situation that causes
norma Co;anae operations to become unavailable for use in performing the work required under
this Agreement for more than 24 hours.

B. Data Bacsz,c Plan. Contractor must have established documented procedures to backup DHCS
PHI to maintain retrievable exact copies of DHCS PHI or Pl. The plan must include a regular
schedule for making backu ps storing backups offsite, an inventory of dacmp media, and an
estimate of the amount of time needed {o restore DHCS PH! or Pl should it be lost. At a minimum,
the schedule must be g we ki fuli backup and monthly offsite storage of BﬁvS data.

V. Paper Document Controls

A. Supervision of Data. DHCS PHI or Pl in paper form shall not be left unattended at any time
unless it is locked in a file cabinet, file room, desk or office. Unattended means that information is
not being observed by an employee authorized to access the information. DHCS PHI or Plin pap r
form shall not be left unatiended at any time in vehicles or planes and shall not be checked in
baggage on commercial airplanes.

csaéaé;@ed shall be escorted and

B. Escorting Visitors. Visitors tm areas where DHCS PHI or Pl is
DHCS PH! or Pl shall be kept of sight while visitors are in the are
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Confidential Destruction. DHCS PH! or Pl must be disposed of through confidential means, such
as cross cut shredding and pulverizing.

Removal of Data. DHCS PHI or Pl must not be removed from the premises of the Contractor
except with express written permission of DHCS.

Faxing. Faxes containing DHCS PHI or Pi shall not be left unattended and fax machines shall be
in secure areas. Faxe shall contain & conf%demiaﬁty statement notifying persons *\fr‘g fﬂx&s in
error to destroy them. Fax numbers shall be verified with the intended recipient befur\, ending the
fax.
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Ma;’!ing Mailings of DHCS PHI or Pl shall be sealed an m damage or inappropriate

wing of PHI or Pl to the extent possi bi Mailings which include 500 or more individually
:demf ble records of DHCS PHI or Pl in a single package shall be sent using a tracked mailing
method which includes verification of del vcry and receipt, unless the prior written permission of
DHCS to use another method is obtained.



